FUJIFILM

Apeos C4030
Apeos C3530

TFa1VUFr EEmED 1 K

M o S RD AR - 7k T oY LAY rul ikl =11 ) PR 2
* TFAVUFTAEBNCIDLHDRE 1 (AHEIRIE) IV SOMERTETE) i 10
® LFaUFTaBBRCTDIEHDRE 2 (Internet Services NNSDFHAZETE) vvvvvvnvevvnnennnn.. 14
* LFIVUFTAEBNCTIIHDRE 3 (BEBOTICRDEIRE) oo 30
R Ry 1T RPN 33
R = o s 35
N T T T D O 7 T e 36
R 1 A R O o 3= = I 37
¢ OSATURPCHIBTSANR=RTUS MEEEFIET D oo 38
® Internet SErVICES T R E oot 39
M LV 2 =10 = 41
R <= N 43
R - 45

Microsoft. Windows. Microsoft Edge (&.
KE Microsoft Corporation MXKEB KUZDMOE (CH T DERERFE/(IHIETT .
TOMMOREL. SHEE. SHOEREEFZEIHETT.

TER
O AEOABSD—EPHIZ(FEEPZEUTTER - &# - EIT DT EEFEHPHIEEN,

U, AEZECHRWEELKZHICABZSRIDBEICRD. AEZERIDIENTEFT,
@ AEOABCHEUTIIIIRTFERUVICEET ST ENHDET.

FUJIFILM, &&U FUIIFILM OT(E . EXTMIILAKRSHOBEREEFZ(EEHIRTT .
Apeos (F. B TAMILLAEDRIA I R—2 3 > HASHOBREREZ(EHEHRTI .



1.1 a1 VT gz BEVOVLEIZ <AL

CITIE EF2VUTHKEECR I DRIE LR EIRZHALTLNET,

(FOIC

AEF AMEZEEIT DI XTABEEZWRIC, TFa1 VT HEE(CH T DREFIREIRERMAZHRAL
TWLFET,

Fle, —BAIREZRRICTF IS« HECEHT DIRMFEMEL TLXT,
DMBEDIRIESER EICDVWTIE FRON -2 7ILZTELS S,

XHRHAE HAFUR RRES
Apeos C4030 / C3530 UI7L2ARHAR GM1643]1-1 85 1 kR
EuikarEAE FD1192)1-1 88 1 kR

PDF J7AILD/\w 2 fEldttFa1 T4 —5Y MIEBH SN TVWEITDT, SIBITBIV 1 T7ILHER
DEDTHINEDIN W ERERLUTLZE0, /W 1fEZIEERTDeHIC. Y>> RO~
MEUTOOYY REETLTLIESU,

Certutil -hashfile <filename> SHA256

AHEILLTFD ROM JN—=3 > T HCD PP v1.0 BEFRHIZEHIELTWEY,
Apeos C4030 / C3530 OE—, U b, J7OR, AFv >, AML—0EEEZHEMEEES
Controller ROM Ver. 1.20.5

H
EH:
clif

3

ARBRIIT TFa1 VT SHIMROEREEFIEICEDE HCD PP v1.0 B&RIEEE LU CLET,
ARG URBIRTFT )T« (CERBEREE. SHECAVZEHMEXISR (Target of Evaluation) H'FRTE
OFHIEE R VSIS E(CED < SHADFER., tF 1T IFRIBHCEELTCVWBRCEERIBDTY,
CEFR DA I ROMAE TH D C xR T B(C(E. EESIFORIE/ \RILICEKREND
"FUJIFILM" OFRREMBELECHRIESV, e, CHEAODEWMOEY I DT 7/)\—a3 > ®iERET
DI VIO T7IN—=3> R (P.8) St&iD A TITHERIIEE,

iH. HEMOWMEPWEDIZS. Controller ROM JIN\—3 > HBAEFHISNIDIBEN B DT, BEFENDEN
DDV T NI T PHE IR 7LD/ =3 >N IT a1 USFa FREHOWRIN—a > S EERRD
CERBDET,

MASNIHARICEAL T, BOXFDER—) VEOIRBIREICEENEBWC EZHERLTLIESL,

R TERN O IEBE. T (IMOBLEE(CRI T &R, TDMDEBERING DIHS (XD EHEIBHEEND
AMY—TI = FICTEHBLLIEE0N,

AYZAT7ILTIE. JE—#EE. TU> MMEgE. J7 O AMkEe. AF v otEe. AL -0 EEFHEM
BEEFIBI B EZAIRELVLTVEY, FIHIRER. AN -T2 ZF7OFECKD. EIFTERE EEm
EHARELUET, DAKNY—I > T7OEERIZ. TOBICIIBEL., EREIRRESHERLIES0,
ARBERBCOE—HEEE. U MlgE, J7 OXMEE, AT v MEE. A ML —2D FEFHEMEENRES
Ncnadc ez, KEDOFIBICRVRTER. BIF) CRIL EDMEERS > TIHERIEEW, JE—##EE. &
D> MERE. T 7 O XMEE. AT v HEE(LX. BTNTHYUR—LABEELEEC TOE—] R, [TS5AR—-K
TJUKNI RA [TF7OX] R [XA=)VIRE] RI>. NERSNDCELETHERLSESV, £
e ARL—>0EEFHEMEE . TB > Mg (XA—45—i#R)] O—&B(CT [ANL—>2DEESE
HE] NERRSINBCEEZTHERLSIZS0N,

M EIRE ID, /\A T — ROVHEME(L. #tgCREESN TS TEURERBEE | 2CHRIIESL,

2 tF a1 U HEEESENWZIZL<AEIC



ITFa1 U BEEEMicERUE/\— RO )77&EV D
NO T

ITEF2 VTR ZEEITDICHED. UTFITRIEMEZRNTEHMELE L.

Windows PC
UToR&THRAUEUR,

s —IRFIREN TS MEREEFIAITDOICERALELE. TU>AH— RS54 /)\—(Z "ART EX Print
Driver" Z{ERHULZE U,

s —FIAE. FE. SRXTLEEENAMED Web U —/)\—1EEEFIFET B, Web TS OH —%{EH
LE UM, Web IS5 —I(C(d Microsoft Edge Z#fERULE Uz,

* SAFLEBENAOEEOI ZMOHIBRICEALE L.

SMTP X—)LY—)(—

AHERBDA—) VX EHEEEFIB I BeHCFERLUE LR, @ETOMIILE LT SMTP over TLS ZH7R—
R BA—IL—EXEFRLELRE.

EfFY—/N\—

AEMTREUCEREERZINET DH(CERALE L. TLS, Syslog IO ML ZEHR— NI DER
Y—)\—=ZERALF L.

1 3 - =" = 4= = ==
AREEZTF 177 (CTHFHIHWZEL 2D FEEIA

ABROBEBED LUFFE U CEZEOCRIZE(CLDHIA N IS FOMEE SRR EE 0,
EARBROD R M-I STV OEE(CI BRI RN S EBad. TRHEEROSRE " (CRLTL RS
L/\O

EAPCEF 1T A AR R DT EN TERVERELEA T IEAF. TIHREEROSRE " ICRLEL
T, REZOFECH V., BOHNSHEEERLBEL TS0,

AETORER. DA IO FOBRIEHIREREEENC L CERT I ENEHRTT.

RSFEREDID, DART—TI STV ([RTIRIER AT 35S (E. (EERNBESHCHRELIE LT, 7
A5 TLREN, FEASEEHICHER TSI, FRETEEIR/VESICE. BF1UT A REEF
TRUVATEEMN S D ET, TOBREE. RFERER,. TREEROSRE " (CRL. BEAZOF/IECHE
EEPODBELTIRE,

BEDHIC. MR EEET IRS(E. THRERORE " (CRL TS0,

* TIBHRERORECRIZOHICIE. DA M-I FORESIBMSEEERIR L. [3BE > Uty N
WSEMLTEEN, DR =TS ORISR TESECDVTE. [HRRI—I>
ST OREHIBROFRE] (P29) SRS,

AEMOZHAR, FfRE U TERASNEET —4. HAhSNERT—SDEE TN, D ENICTEREL
ZE0N,

a1 U R
AHEE ROTFIVT A BEEZERFEET.
* EBIEES
s Fa1UT«EE
* PO
s tFaVUT o EE
* BIEEER

s BES1E

a1 UT A HEEESEVWZIZLSAEC 3



s SIEfAEE
* PSTN J7 DX - %xv NDO—OBD5 8k
s ANL—2DEESHEE

— AN Sy — — AN

TF 1T HEEEZ BT DITOHDELTE

TF 21V #EEZIRNCFERITBEHIC. S RFTABBE(IRDRTEEREETLU TS,

* BEEEDFIECDNTIE. RESBLUTIEE,

- TEF1UFo2ERNCTBEODERE 1 (FRHGRIE) SRV SOAIHEETE) | (P.10)

- [EF2UFT ZBRNCTDIEHDIEE 2 (Internet Services NS DAIRAELTE) | (P.14)

- TEF1UF Z2BRCTDIHDRE 3 (BEBOJICKDERRRE) | (P.30)
BREFIBICHWTEENKM UGS, BERFZERULCBERICKBMDODAYEZ-—IHARRENET, €

DA, BEFIECHD THREZHERLTCLLSL., TNTEXRMIDIHE(CIE. BHOERBHEF
FRRABY—TZZT7EEBMUEDELLES,

e JXRD— RMERA - JRILASEE
(T3] (CEHTE.
s T —AHDIES1t
BRERTE.
* AL—2nEEEHEE
(18] &»3uLE [3[E] (CERTE
e SREAN
[A{RERAE / SE5T] (CERTE.
s ISAR—KITU K
(TS —DFREECED] (TERTE.
s AL U KNTUS MMEBEDZE
[93] (CEHTE.
* J7 DR
SFALO NI 7 OR% [ B3 ] (TFRE.
HBFEENSDOR—U> D | &z [ ALE ] [CERTE.
* RET 7 ORAXEERBR/NY O XDIERK
T 7 DAREXNEZBEE T DRY I X ZERK .
* ZEERBINY DXL U5 —DRE
T 7 ORAREXNEZBEE T DRY I X EIEE.
o E|DIAHBEBEDERTE
[ %D ] (CERTE.
o SNEBER D LR DX EHIBRDERTE
RN (CHIBR T B (CERTE.
s BEtUtzw b
BEERTE.
s LR— S
R ICERTE .
* KR ENRF DT 1T S L2
[9D] (CEHTE.
* HmEIEE)(XD—R
TIZHERFOVIEMEN S 9 XFULEDRID/ (X T— RICEE,
o FRAIREND7 Uz RIEF[EIEN
[1E] »5 [10 E] OWLWITNHICEETE.

4 tF a1 U HEEESENWZIZL<AEIC



770tz ZHIE

RIE) CRILAD T O R, TRERTERE] 7 [FIRT D] ([CERE.
[PTUDHIR] 2 [TRTHIPRETD] (CERTE.
[ I TRIEDHIR ] 7 [ AN EHMEIRE ]| (CRE,
>3 TJEME

[EiTH / FEZ 3 TORREE] O [FRRIBEROEIR] = [3D] (CEE,
R —=TE— RPDOEEDTE
BRRFEIE G (CHTE.

XA T — RO FEL

[9] XF(TETE,

TLS &S

BRICERTE.
SEBRE D > R— b
WERFIREZ A > R— 335,
FIPS140-2

BRICERTE.

HTTP

[HTTPS DHECEN] (CERTE.
TCP/IP

IPv4 (CERTE

SMB

| (CERTE

WebDAV

| (CERTE

POP3

| (CERTE .

IPP

BRICERTE.

IPSec &5

| (CERTE .

WSD

| (CERTE .

LPD

| CERTE .

Port9100

| CERTE .

FTPOSA 7> b

| (CERTE

SFTP

| (CERTE

SOAP

| (CERTE .

SSDP

|Oh(CERTE .

ThinPrint

| (CERTE .

UPNnP

a1 U #EEEHBFEOZIZ <A



| (CERTE .

SNMP

| (CERTE .

Bonjour

| (CERTE .

uUSB

| CERTE .

NFC

| CERTE .

BB U DBRE

| (CERTE .

AirPrint

| (CERTE .

Mopria

| (CERTE .

Print Utility

| (CERTE .

Universal Print

| (CERTE .

CSRF

BRICERTE.

PR =T T7OREFIR

[T3] (CEREL. 9 XFULED/\RT— RZ AN,
)

[B2EOJ DsER] ZBITEHTE,

(B0 D Syslog X{E] ZBMITHE.

[Syslog - S >XR—K~JO ML) & [TLS] (CERTE.
DEEIS—FoMIEAN] =2 [EBEEExL] (CRE.
5oty 3>d14 L7 T hOEE

[6] 3(CERTE.

JS504>

| (CERTE .

VI RIDTT7N\—==23>T7vT
[VIRIDIT7N\=2a>TPVvITRE ] #BMNCKE.
[RY RD—=OBBEDOY I hDT7F 0> 00— R ] ZFA] [CERTE.
PIL [CLBDT—IHmAHESTDEIE
PILICKDT—IHmPHPESTZEILLET,
EBOJ(CKDEPIRE

EBEOJZEB CTMDEIREZ LET.
A=YV MM—EXTORY IIAXET > ~
B F(CERTE,

237 7J0—-0BE T EFET

2 ICERTE.

Bzl —)\— (NTP) EHADETE

| CERTE .

A=Y NITT7 IR

| (CERTE

TFa1 U #EEEHFELWZIZLFIIC



RF R(E

N (CERTE.
>37J7J0—-

N (CERTE .
UE—KIZRAEIR
N (CERTE .

il w2

* [WSDJ &3, [Web Services on Devices] MBS T,

7 sxEse

* RKIEETLERLUIDREZITOEBER. CFIUT A HEEZR DT ENTERIRDFTIDT, TERLES
(A

* IJ7 DR -2y hDO—DOBIDDEEEECDNTE. S RTLAEEE(CLDIFRIIRERERFATETT,

¢ [BRAMY—IZZF7OREFIR] BMBEMRIBE. [REMRRIRY XL O5—] ZR/EITDE. HEERE
DI 7 IRAERETERLIEIDFTIDT, TEELEEN,

T+ e RB(CERT DI

AEmZFA - ERIEMOBEEL. ROFEZETLTIZS0N,

SATFLAEEE, WHEBEOBEYRAEEZITSEEBIC. BEDPHEEZEMLTIZE0),

S AT AEBEIFBAE CHEBOASHB RIS AEI D AXE(CR., AEDERSED ISFEEIA(CH
IRHEBEELTLIIEEUN,

AHELEF I SNV 7 O INSIREITDEHIC. BEEUKEEHINERBICEHRBELTKES
(AR

HEPRY RO =5, AEEZE I DAEPRY ND—ONDOF IO ZEMITDIEHIC. T71F
A — LR EDHEREREBE L TS IEEL,

IR D= REBB(ICHEAZTNZWKDICTDIEDH., /IR T—RiE, ROIL—ILICH > TEHRELTLLEE
LYo

- B (CHERIIEE/ASCFFZ A LR

- BN FERTESE TERIT 3

FIAE(TI—Y— ID &/\RADT— REMDACHSNBRNEL DT, #ERIE - BE LTS,
FABEFITU A —RSAI/I\—D [FRELEHRDOETE] T 431 —ID &/I\RT—REZELTLE
=0\,

SAFLAEBEEEE. IBREOI-—Y— IDEFE., TOHBEENFIEITDIT—4 (3T, BLURwY
D2=ED) =3 HIBRLTLZSW, FleEd, I —%HIBxRL., 1Y —=2&FixkUL TS
W, FIREIFIBE TR —AZHIBREIICI——IDEZELCLEDS &, ZEpID1I—H— ID (CHR
LT —HDBEHRTRERDENNHDET,

HERY O ZIEFHMTRINDOBEBED =S, HEMEIRE (IHBRY IR ZER UIRWT LS IEEUN,
TEES /G3ID BIARY IR LIS —BTE | HEEE (LTI RINDMEED =D, FARAULBVTLZE0,
AW T(FHEREBZEEMITRNTLES V. MY D RICIBREZEEN FTHER(FFHMEETRINTT .
RUET 7 IANERERE T DRV IREI AT LAEIEE (HMWEIBERRR ) MER UIcRY O X & {ERH
LT EEW, —BABEMER UERYORIIMERTDE. RV IR EERUIE—RFBENZEDT 7
DIANEHHE, fRE. HIRIDITENTETLEWNET ., —MFIBAEHMER UIERY IO INEIET DIE
BR(SEHIET SR T T

RMET 7 IANERER I DRV IREBSZRTERICEEIDCEETEE A

MEDT 7 O ANXEBER (TR UTIERY O R(CTYU S MégeEEEDL UTIEiEmEXEEMTDIHEEE. B
MEITURVWESICSHELTLIZSV, RETF7IORXXENE SN, MESNBTEEEENHDD. BT
BERDENASEDET,

AEEIBI BT ALAEBE L. AENWIETIES@EETONITL (TLS) &, TNENISAT
S RPCHRIUY— /-1 U AHTA > TERAUELET, AMEEZERLTLSIEEN,

TF1 VT HEEEHHENZE<ATIC 7



TLS

AHEMER T D TLS 517> b (Web T5DH— TJUZH—RSA/)(—) BIXUOTLS H—/{— (A—
IWH—)(— BEEY—/(—) [ ROBSEBRCHICLUZEDZFRALET.
* TLS_RSA_WITH_AES_128_CBC_SHA

* TLS_RSA_WITH_AES_256_CBC_SHA

* TLS_RSA_WITH_AES_128_CBC_SHA256

* TLS_RSA_WITH_AES_256_CBC_SHA256

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

* TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

* TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

* TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

THEE
LZE2OH(T, Internet Services Z{FERAH(L, D Web U+ MADTITEIMOTTULS—2 3> DER%
LIRWTLIESE W, WEBEHICLD., oD Web U+ MMM TF TV —2 3> 2 RRAUEHREZZ (T3 TNNLSD
NFEYI,
TLS DS REET D8, Web TS IOH—TFOF 9 A MCAED T RLAEHZFELTLSESL. K
HWEUE—KPC LD Web ISOH—0, FOFIH—/)\—ENTFCEZBBEIT DI LT, PRIEKRE (MITM)
ZRTDENTEET,
Internet Services XA, JSOH Y 325910 A7 MBI TRE UERBIREZTHIRVW S BEIM(CO
TFIRLET,
Internet Services TORFETE., TS50 twvI 3> 910 L7770 MEREITHRE UKBBURNICEZBIN DSBS
(& HIOTTFTIRLTLIEEL, Fie, SRFTABBEFTINRTOI—F-—HCTOERNTEDILD(CTIEELT
SV, ERAZHFTESNTORVWADL, O 7T RENTULVRL) Internet Services AL TAMZIRET S
BN DET,

5 e
* NTP H—)\— & DIBFHEE SFHEH R T T

VI DO 77)\—=>3 > DR

HREREZ I DR1IC, S AT LABBEQIAEDY I "D T 7N\ =3 > HELWS EZBER LTS,

1845 RV S DOREER T 7

1.

Wb

FYF)\FILTAATLAT [B] Z25vTUERT.
[HtmtEs? (XA —5—5&R)] 29y T UFET,
[FER] 25y T ULET,

(VI bDTT7N\==3>] #9vTUFET,
BEET, AEOY I O 723 > =R TEFT.

TFa1 U #EEEHFELWZIZLFIIC



LIR— bERICKDY T hDT7/\—2 3 > DR E

ok wh-=

>
1
2
3.
4.
5
6
7
8

FYF)IILTAATLAT [F] 259vTULFET.
[HEtmbERS (A—5—5ER)] 29y T UFET,
[LIR—bk/UXbDERN] 25y TUET,

[TV —/E] 29V TULET,
[(HEERTEUX N (FBBIER)] 29vTLFEY.

[TUS K] Z25vTULET,
TUY hEnfzLR—bET. KDY I DT 7N\-23 > #HRTEFT,

AT LSt OOMESRTTE
. BYFIERIFART LA LD [1-F—<—2] ZHvTUET,
. BRSNBF—R— REE> T, WIHEDE D 2ANLET,

[OK] Z25vTULFET.
ZEEXAYEZ—Z(CHULT [BALB] 29y TUFET,

. AVFINRILTAATLAT [B] 259vITUET,

[RE] 259vTULFET.
[SXAFTLHEE] 25y TUFET.

[ XFLEEL/ 9AR—KE] 25y TUET,

B ETRZIEBMN, YLV -2 ZERTEET, RELENMVERSZS(EF. UTOFIRTEEL T
=L,

. EEYZEAEBRUET.
10.

11.

ERERF(CEELERT .
[OK] 25y T ULET,

a1 UT A HEEESEVWZIZLSAEC 9



1.2 TCFaUFT028B3CT DIEHDEIE 1

(AHLIRE) RILD S DFJEAERTE)

ZCT TFaI YT HEEICEE U ZAIHERE (CDWT. AEORIE/ (RILTERE I DFIRIC DUV TERA
LTWEY, RERECTOJA > URELTLRZE, Fo. RELER(ICHESORRERNRRS
NnrizaE. BREEZTo> TS, BRBRICHRELEZRG I DB IHMERE(CTOJ1> LE
ELTLEE0N,

TSRO IE(CR S

NoOaRODN-~

>
1.
2
3
4

o O

HEREEICTOJ1>UET,

(@] 25y FL. [®E] 29vTULET,

[Uty k] 259y TUFET,

[TIHBHEERFORECRT] 29y T UET,

BEEATO [THBHERICRT] 29V TUET,

[FU (HEEFCRY)] 29V T UFET.

MR BRENE, FHREAYE—(CH U TR—ABREET [ AN] 2V TUET,

5 e
« TIBHEIOREICRY & IChDESREBERLET,
 [THHERORECRET] 2RTULE. 11 BERESFS S0,

AT LFETOEE

HiREBECTcOJr1>UEd,
(@] 25vTL. [&EF] 29V IULET,
[SRFTLEE] #9VITUET,

[SRF LS/ IAR—KE] 29V TUFET.

EEH TR EBM, FAMLY-2ZHRBTEFT. RELRENVERSGS(EF. UTOFIRTEELTLLE
=0\

. BRI IEHTEIRLET.

ERERF(CEBELUERT,
[OK] Z25vTULET,

BB O DIECH

hwWN

10

[B] 29vTL. &E] 29vTULFET,
[(BEEOUNRE] 25y T UFET.

[(BsEOJ Dicix] & (B3] (CULFT.
(BB D Syslog *{E] & [B3] (CLET.

TFIVUTAZENCITDIHDRE 1 (KRHEIEREIE) CRIL S DOFIEAFETE)



©oeN oo

—

Syslog - H—/\—& / 7 RLRAZANDULEFT, (H—/(=F RLRARFZRTLAEEE(CTHER SV, )

Syslog - TLS 7/R— h&ES(C SSL/TLS it (IS UTeR— MESZ AN ULFE T (R— hESEFS AT LEE
BCTHRIZEY, )

Syslog - FS>ZR—KJORIJL : [TLS] (CUET
REIS—ROMEAR | BEBEEEICULET.
IR—LRF>ZIYVTUET,

Ers

* Syslog B—/\—sIAEDFREITTRAEZ 1 > IR— h T 2RENHDFT,

s SEBRE DA ZR— RAEER [ BFIUT A ZBRCT DIZHDFE 2] D [FEAED > /R— ] (P.19) Z5H
<TEE0N,

T — I DIES{LERTE

No ahROD

(@] 29vTL. [BE] 29y T LET,
[SAFLRE] 29y TUET,

[ZDADERE] 25vTUET.
[F—5DIEE{E] 9y T LET.

(93] 29y T LET.

[OK] 29w LET.

EREEH ERSNES, [FW (ZETS)] 29y TUET.

JNRD— MER - JRIVADRFDRTE

© NSO REODN=

[B] 29vTL. [&E] 29vTULET,

[FP5E / &EEtEE] 29y T UFET,

[FP5E - TFa1UTa —HE] 29V TULFT,

[FREEDERTE] 2V T UFET,

[\RDO—RDER] 29vTUET,

[{XD—REA] BET. JIXT—RMEA - JCRILADK] 29y T UFET,
XX D — RMERA - JXRILAKE] BET. [T8] ZERUET.

[OK] 25y T ULZFET,

IR—LRZ>E=IYTUET,

TS5AR— TV hDRTE

1.
2,
3.

(@] 25vTL. [BE] 29y T LET,
[325F / SE5tE12] 29y TUET,
[325L - tFa1UF+ —E] BV T UET,

CFIUFTRENCTBRHDRE 1 (AR CRILD S OFERTE) 11



4. [(RiEoBE] #YVTUET,

5. [/ F5AR—NTUS hDBE] 2HYTUET,

6. [/ TISAR—MTUS hDRE] BECT. [ZEHE] Z@RUET.
7. [ZEHE] BECc. [TUSY—0REICD] ZRIRUET.

8. [ZIHD>3T] T [FS5AR—NTUS MNCRE] ZERUET.
9. BN AEDTaT] T [3T#=pIE] BERUET.

10. [User IDRLD=3T] T [Tadzhik] #RRUET.

11. [0kl zovTLET.

12. ;k—1Ro>mo9vTLET,

SA LD NTU> MMEBEDEEIEDERTE
1. (@1 z9vTL. [BE] 29y TLET.

[R5 / S£5tEE] #5vTUET.

[B3F - tF1UT 0 —8E] #YvIUET,

[91L0 NTUS MEREDZIE] 25 v T UET,
[33] 29y TUET.

[OK] #5vTUET.

IR— LRSIV T UET

Bfzl D —)\— (NTP) FEIHADEEE
1. (@] =5y, [8E] 25y TUET.
[S2FLBE] 29vTUET,

[S2F LB/ 94 —BE] 2V TUET,

(B —/\— (NTP) LRIH] ZEMCUET,

IR— LRG> =SV T UET,

L7R— M IDEETE

[B] 29vTL. &E] 29vTULFET,
[SRFLEE] 29V TUET,
[LIR—RE&E] 29V T UFET.

[LR— bEHDEFE]] % (3] (CLET.
INR—LIRT>ZIVTUET.

No ahkoDb

a bk wN

a bk owbh-=

12 CFLUT A BEDICTBODRE 1 (REERE) RN DHIIIRTE)



D

a bk owbh-=

| D3AFHHEBEDELTE

(@] 29vTL. [BE] 29y T LET,
[SAFLRE] 29y TUET,
[ZDMDBRE] 25y TUET,

2 DAHEEEDRTEE (W3] ([CLET.
R— LRI EIY T LET,

SHEFELD H LR DO EHIBRDEETE

o ahkwbd-=

U
1
2.
3.
4
5
6

(@] 25vTL. [BE] #9vTLET.
[FTURE] #5vTUET.

Ry O RIRERTE] 25y TUET.
[SMEPER Ot Ui DCBYIR] 25w T UET.
GasfICHR T3] 29y TUET.
KR EIYT LET,

SB DEEE

[B] 29vTL. &E] 29vTUFET,
[Ry bDO—THE] 2IVTUET,
[R—bEE] 29T UEY,
[USB] Z5v T ULZFET,

[USB - /R— K] Z [f21E] (CLFET,

. IR—LMRE>ZIVTUET,

TFIVUTAZBNCITDDHDRE 1 (AR CRIL S OHIEREETE)

13



1.3 1T ZBRCT DI &JOD SiE 2
(Internet Services S MDHEAESTE)

CCTlE, TFRI U HEEEICEE U ¥IBAESEIC DU T, Internet Services 5% E I DFIEICDULT
HBLTWEY, MREEECTOJr>UERELTLES,

Internet Services ZFIA I BFI(C. TUITFZL XA R 1BERI O [R/E] > [EHERTE] > Ry b
D—%FE] > [OMIILEE] OZBRICHES T, IP P RLADEEETO TLIEEL,
HAMOBEHNE (TR E ARG I IBEIMMEBIREE CTOJM > URELTLIZE,

; — SILr=s A s
Internet Services H*S D% TE #EfE
Internet Services ZFIFAI B/zH(C(E. Fv ND—0TFORIILEUT TCP/IP AAFIATE. TLS DKM
wimicd Web SO —%4/> XA M—)LUEO>E2—5—HUWETT,
BEVDTSITOHDHRECLDTIF, BEAVET—IHRREINDIEENDDEFI., COBE. TSIYD
HHESTESHSESHIRTELE TCP/IP T RULADR—ZHFRRUTLIESLN,

1. ZERDI>E1—4—FT Web IS5 —%#2E LT, 77 RL X AIMICAMED TCP/IP 7 RLXE AN
L. (Enter) ¥—&HvVIUZET,

2. ([O0F1>] #OUYHLET,
3. HmEERE ID /XX D— REAHDL. [OF40>] 2OUvILET.
4, zEXyvt—CHLT [(BR] 29UV OIULET,

HiREEE/ (XD — ROZEE

. R—ABEET. HREBEEZIVYIULET,

[(TJOJ7AI] 20Uy DULFET,

VRO —-REE] 20 v IULFET.

[(RED/XRT—R] ZANDULET,

FULWIIRT—R] ([C9 XFULDFHUWIRD—RZASILET,
[{XD—rOBAN] CAC/IRDT—RFZANDULET,

[RF] 20VwoULET,

5 e
* JIRD— RICIEERIRENTF :
BT, BEPROFHIT
(II!II\ II@I!\ II#II\ II$II\ ”0/0”\ II/\II\ II&!I\ II*II\ II(II\ II)II\ ” (Space)"\ IIIHI\ IIIII II+H " II\ " II\ " II II/I!\

I
au,n “" ” “u__n " ”n " ” " “" “" ” “" " “" ” u™Nn “" " myn )
P N A N S I N \{\l\}\N

&ET@&E

NSO OAODND=

L‘;

1. sR—LBEmE T, [3B5F/ &3t/ 18R] 20Uy IUET.
2. [/ EERE] 20UV OIULET,

3. [R:F/ E5t0EA] O [AHRE / £51] ZRRUET.
4. (g7 =OUYILET.

14 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



[ER5E / &EEtERE] D [AFFRELDFTE] 20UV I ULET,
[AAEREDRTE] D [F—R—RTAN] @ERUFT.
[OK] 20 UwOULZET,

[RF] 20VwOULET,

HREEm RSN ZS BV (EETD )] 20UV IUFET.

P O N o

uhuIEjj__t@ E'Ifé H,IJ j) I//ij’r l\ ;*'f"z%ﬁ.ﬂ rDhDIE/%DTEIEJ ODDEL(L L/j_ b\j c1— -U‘- & fi

LT<REN,
5 e

s AMRERIEDBA., 1—Y—%ZHIBRIDE. I-—F—(CEEITBRY IO, TSAR-KTUS hF—FREN

HIfR=NE9.

* PERTHREULRSEARIEIUATDA A —T T —ANSDIRIEICHEWTCERASINE T,
- B1E) IV
- Internet Services
- JUAH—-RSA)(—

sasll RN D7 Utz AIEACERDEETE
1. sR—LBEmE T, [3B5F/ &3t/ 18R] 20Uy IUET.

2. [/ EEBRE] 2OUYILET,

3. [EEMRE] 2OUvILET.

4. [EEEERT—Y—ORIART I CRIES] #BRUET.
5. B CFTvoR—U%EMIFET.

6. [mamEs) ( [1] 75 [10] dVTNAEADLET.
7. 8] #0UvoILET.

8. mmEmNFRENLS [HTHEREH] 20Uy ILET,
9. [BI1-—Y—DORIRBTICRES] #RIRLET.
10. (B3] CFzvo~v—o%MAFET.

11, ez (© (1] 55 [10] OLTNHEADLET.
12. (g% 20Uy oLET.

13. mREE ERENEZS [KTHEES] 20Uy IUET.

JNRT— ROER/NFEDEETE
5 e

© RHHEE, AARIIBOHENTY.
R—LBEEC. (385 / &5t/ 18R] 20 v ILET.
[FR3E / &atakE] 20U OILET,
[FREERE] D [/IRD— ROER] 20Uy IUET,
[B/)\XF#] T [#IRT3] ZRRUET.

hoON-=

TF1UFTZEBNCTDIEHDEE 2 (Internet Services h*SDHIEAESTE)

15



5. BIRTzsI\<FH] (C [9] ZEAHULET,
6. (751 BOUYHULET,
1. mREEHL ERSNES [BTEREY] 20Uy IUET,

770 A HDEZE
il R

© WILE— RCHNT, AEEDT—CXORAEHRLET. FIFTZCE. 1-F—RBINILETY.
R—LBEEC. (385 / &5t/ 18R] 20 v ILET.
[ERRE] 20w oI LET,
[7oREHRE] 20Uy IUET.
[ZOCRDHER] O [FIAZANDTIER] B#OUYIUET,
[#IFRT 3] ZERUET.
[7OCRDHER] O HEBREADTIER] Z#OUYIUET,
[#IFRT 3] ZERUET.
[ZTUDHIR] T [ARTHERTB] ZERUET.
[ TIRFOHIR] TIRTOEREICHLT [RACHIRSIRE] ZBRUET.
- [R7F] ZOUYOLET,
- BREAENFRENZS (B THE] 20Uy ILFET.

> N AN

=3 J8{EDIRTE

1. K—Lr@E@ET. [3T] 29UV HILET.
(23 JEnERE] 20w oUET,

- 09O NOORAWN-=

-_—

[ETH / FEZI3TORRFE] O [FRREROHR] T [T3] Z@RUET,
(RF] 20w OULET,

o bk o

HREEm TR RSNLS [BTHBES] 20Uy IULFET,

. N
) — T E— RBDOENMEDSTE
. R AEET. [S2FA] 2OUVILET.

[HEE— RETRE] ® [RU—TE— ROOEME] 5w LET.

[1E)ResEIEE] (CRELET.

A
1
2. [2RFABRE] O [AIRILFE—FZE] 20Uy ILET,
3
4
5. RE] #UUYOLET,

6

. HEREEANRTISNLS [ETHIEEE] 20Uy IULFRT,

16 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



BE#lUtwy hOEE

aprwnd=a | apoeon-a

i iz
© SERBEREEEIE. 10 BH\5 900 BT,

IR—ABET. [ZAFTAL] Z0J)vIULET,
[SRTLEKE] D [FALTINKE] 20UV IULET,

(BaVUty b (KMR)] O [F4L7D 8] Ry OX(C [30] ZADULEFT.
(RF] 20w OULET.

HREEm TR RSNLS [BTHBES] 20Uy IULFET,

SOYtYI 3> A LTI NOKE

IR—LABEE T, [ZRFTA] Z2Z0UYIULET,
[ZRFTLRE] D [FALTINEE] 20UV IULET,

[(BBULY b (A25—Ry hM—EX)] O [FALT7D K] RyTRIC [6] ZANDULET.

[RF] 20VwOULET,

BEEAFRRENCS [SI<BRED] 20Uy IUET,
] #E
© LY ISHALTY NS 1 DS 240 OHETIEETEET.

* AAARTE UAXDKRERT 7 A ZABN UIHEDOFRERMZZRL 6 DaHRLET. TFa1UT+
HARDIEHICHWEEZRE LITHE. J7MIILABNKORXR(CKR T DIHENHDFT. TDHAEE. Ty

23254 LT MREBEYIMEICRE LB LTSN,

P EIRID T 00 S LASZIDERTE

. IR—ABEET [ZXFTLAL] 20UV IULFET,

[SRATLKE] O [CFa1VUFTa —&E] 20UV IULET,
[—fERE] O [(MEEEIRDOT OIS AZK] 20Uy O ULET,
(T3] [CERELET,

[RF] 20VwOULET,

REENR TSNS [(ETHIEEE] 20Uy IULFT.

A —T 22T 7O3FHIRODRTE

IR—ABET. [ZAFTAL] Z0J)vIUET,
[SRATALRE] O [CFa1VUFTa—KE] 20UV IULET,
[—#ERE] O [DRAMN-IIZZTIORERE] 20UV IULFET.
HREFIR] o (B3] (CFzyIN—DTZMITET,

TF1UFTZEBNCTDIEHDEE 2 (Internet Services h*SDHIEAESTE)

JRELREYZ3>HALTD MEEOR. TSOTIREZITNIRVEEREBEENICOT D hanExEd.

17



RSF/IKRD—R] (29 XFULEDFHUWIRD— REASLET .
URSF/ (XD — ROWERAN] AU/ RXT—RZADULFET,
[RF] 20VUvIULET,

[FW (EETD)] 20Uy IULFET. (2 [EI=Ek)

Wtz BEE UE Y,

5 e

e JART— RICIBERIREIRAXF :
BHEFE., BLROEFHRF
(II!II\ II@II\ II#II\ II$II\ ”0/0”\ II/\II\ ll&ll\ II*II\ Il(ll\ II)II\ ” (Space)”\ IIIIII\ IIIII\ II+"\ " II\ II_II\ II.II\ II/II\

I
u,.n u,n " ” “"__n " ” uHn " " " ” “ 4 " ” u™Nn " ru a“n\n " ” “ II)
R N N A SN N N N N N N N

A2 —F%Y NI—EXTORYIRIXET > MNETE
IR—AHEET. [ZRTALA]ZIOUYVDOUET,

[SRAFLERE] O[F21UTo—"E | ZIUVIUET,

[—H%ESE] O[> —RY MI—EXTORYIIAXET I N ZDIIUVIULET,

[ ]#Z&ERUT. [®RFE]1EIVUVILET,

EREmA TR RINZES [(EBTHBEH] 20UV IULET,

237 J0—-0OEEMITEERITD

© 0N O

abkhowobdb-=

'DIII

R—LBET. [ZATA]ZII)YIULET,
[SRATLKE] D[CF21 T —RE 2TV YIULET,
[—fE&E] D[ 23TIJ0-DEEMFERIT ] 2T IV IULFET.
[RIE]Z#RUT, [RIF]ZIVUYILET.

HREEm TR RSNCS [BRTHBES] 20Uy IULET,

1.

2.

3.

4,

5.

B 2EEBRE DERK

1. K—pEET. [3XFL] #OUVILET.
2. [32FABE] O [TF1UF—BE] 2OUvILET,

3. [BFHE] @ GEPERTE] 20Uy IUET.

4. T AZI—h5 [FNAZGERE] 20U I LET,

S. HRIER] TIWUSAZa1—n5 [EEBLIBEEOMER] ZRRUET.
6. BECHUT, HMERERELET.

7. (=71 #0UvoLET,

8. [(BIL3] #oUvILET.

9. [BL3] #UUYILET.

18 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



SEBAZE DA 27— b

©® NG RWN = N

o0 s wN

©N o0 hkowbd-~

AENRY RO —THIT DA I T —/\—1R EDiEREZ A > R— hULET,
R—ABEET, [ZRFAL] 20Uy IUET,
[ZRFTALRE] O [CFa2VUT —/E] 20UV IULFET,
[EFRE] o GIASFRE] 20UV IUET,

[A1>R—b] Z#OUYIUET,

[EIR] Z20VUYIUTAIMR— T2 T 7ML ZERUET.

HEICIHCT [NRT—= K] ORIC/IIRT—RE2AH LT, VIRDT— RO#ER] O #HICEAU/(XDT— Rz

ABDUFEY,
[ER17] 20w OULFERT,
(FAU3] Z2Z0UvoULET,

N —>0 EEEHEDEE
IR—ABET. [ZAFTAL] Z0J)vIULET,
[SRATALKE] O [CFa1VUTa—KE] 20UV IULET,
[ARL—20EEBSHEE] O [REEE] 20UV IUET.
[EEEHE] o [B®] 20Uy IUFET,
[EESEEEOF=E] @ [1 3] FzEE [3E] Z&RUEKT,
[LESOHOFRE] EET [1E] F2E@ [3E] 25vTUET.
[(RF] 29V TULET.

BREENFRRENES [RTHES] 20Uy ILET,
5 e

e JE— J7PUR, AFv>, TJUZ POIEBRET X 95L&, BUBTHEALEZR ML —ZRHBIEN 57T —4
ZHIBR Uz & BIREFZBRVWT —ITEBNCEEETUFET. T, Ry IXADXET —5IDTU hME
B, BRDH UIRMF. HIBRREICK D THIBREN., TORBFMCEESLFI. X EBRT. EERT. >3

T (C K DUNIBHE T

o PESWBR(CAEROBRZ OGS, RETDI7AINA R —2 EICARBBENSHDET, Fz. L&
SRR T DI 7 AINA KL —2 LIRS TEIRET. BREZANCSRS. LESHELEZBREALET.

FIPS140-2 MSE

. R—LBEET. [ZRTA] ZO0UVIULET,

[SZRATALRE] O [CFa1VUFTa —KE] 20UV IULFET,

[RY hD—TTF+21UFr—] @ [FIPS140-2 BEE— K] 20UV IULFET,
[(B®] 20w OULET.

[RF] 20Uy IULET,

BREm RTINS [STBEY] 20Uy IULET.

a2V 2BRCTDEHDIRE 2 (Internet Services hSDOHIEAERTE)

19



TLS D:ExE

-_—

o0 ®NOoOORAELODdD-=

R—ABEMHET. [ZRXFA] Z0UVIULET,
[ZRAFLHEE] O [tFaUFTa—FE] 20UV IULFET,

[RYy hD—0tF+21UFr—] @ [SSL/TLS iRE] 20UV IULFET,
[JOMIW—==3>] @ [TLS1.2 L] ZBIRULET,

[TLS1.3 DEA] OF TV IN—DZHULET.

[TLS TFa2UFT 1 —LANL] O [BE—R] ZFERUFT,

[SMTP-SSL/TLS i@E] o [SSL/TLS #&#k] ZEIRLE T

(HBF T —/\—DFEAZEDIREE] OF TV IRV IR (CFTVIR—D0&MTET,
[RF] 20Uy DO ULFET,

. REENR TSNS [ETHiRE] 20Uy IULERT,

2R

o (HEFY—/\—DEREDIREE] O (B3] FT VIR IRZFITVIIBHEIC, [FEREDA 2 MR— ]
(P.19) LAUCFIET., HBHFY—/\—D CAFIAEZ A > R— NI DIBENHDFT,

* BCHREOERSECDODNTIE [TZHILGEREDRE] (P.41) 28R LTI ZE,

PIL[CKDT—IHAESTDE

o akwbd-=

PILICKDT—IRAEEZEL T DIZHDFIRCDONTHRALET.
R—AEET, [ZRATAL]ZITUYVIULET,
[SRTLFE] O [WEERE] 20 Vv I UET,

[TUA—%E] @ [PILTF7AILZRFTAOARR] Z20Uv I UFET,
[Z1F] Z#RUFET,

[RF] Z2OUvOULET,

EREEA R NS [BTHES] 20Uy IULET,

VI DT 7I\—=23>7 v ITDRE

© N OahROD-=

N
o

IR—ABET. [>ATAL]ZD0IVIULEY,

[SAFLEE] D[VIRITTT7N\N-2a>TPyITRE ] Z2IUYVIULET,
[VIRDz7N—23>T7yvT] #EMICLET,

AzBEiREL,. EBECOJI>ULET,

R—ABET., [ZATAL]ZTIVIULET,
[VIRDITN\=23>FPyITERE 1 &#OUYVIULET,

[RY ND—=ORBBOYVI v 7Fo>0—-R] 200w OUFET,

[FB] ] Z=8RUTC. [REF ] 20UV OLET,

TFa1 VST =2BRNCTDEHDETE 2 (Internet Services hSDHIEAERTE)



9. mIEENERINES [BTHRE] 2o JvILET,

TS504KTE

1. R—LBEET. [SRFL] 20UvIUET.

2. [SRFLHE] O [TSTA2EE] #OUvILET,

3. [TSUA>BE] O UEFAHT SO 1 k] OFTvIT—I%EHLET,
4. mREEA RREINLS KTHES] 20Uy IUET.

Ethernet MDE%TE

IR—ABET. [RY I—T] Z0UvIULET,

[Ry bD—T%FE] @ [Ethernet] Z0Uw O ULFET,
(@] o [HEER ) BE] 20Uy IUFET,
[IPEMEE—R] ZOUYIULFET,

[IPv4 E— K] ZEIRULFET.

(RF] 20w OULET.

HREE IR RSNZES [BTHES] 20Uy IULFET,

= =
USB Di<iE
5 #E
© HROBRICKDREA =1 —HERSNBVEENBDFT.

No RO

1. K—pE@ET. Ry ND—2] 20UV ILET.

2. [y ~D—23%E] @ [USB] 2#UUwILET.

3. B ORAYFRIZEIUYIL, BHCLET.

4. [USB-A(#)] ODRAYFRI>ZIUVIL, BHCLET.

S. [USB-A(H/N—f3E)] DRAYFRI>EIUWIL, BHCLET,
6. [USB-A]l DRAwFRI>EIUYIL, EIHICLET.

7. [USB-B] DRAYFRI>=IIVIL, EHCUET.

8. [BM] ORIy FRIZEIUYIL, EHCLET.

9. Uzl #OUYILET.

10. w1 2oUvoLETY.

1. mREErRRENLS B THES] 20Uy IUET.
Bonjour DEEE

1. K—pE@ET. Ry ND—2] 2OUvIUET.

a2V 2BRCTDEHDIRE 2 (Internet Services hSDOHIEAERTE)



ok wN

(O ILEEE] @ [Bonjour] #20Uw 2o ULET,
[R—b] OFTvIOR—D&EIHULET,

[(RF] 20VUvIULFET,
WREENFRRSNTZS [BTHEREE] Z20UvIULFET.

FTP ODF%7E

1
2,
3.
4
5

. R—LABEET. [Ry ND—D] 20Uy IULFET,

[TORILEE] D [FTPOSAT2 R 20UvIULEFET,
[FTPOSA7> bR— K] OFTvIOI—0Z25HLET,
(RF] 20w OULET.

. BREEINRTISNLS [ETHEEE] 20Uy IULFT,

HTTP DF%TE

o0 s wN

» R—LABEET. [Ry ND—=DU] 20Uy IULET,

[TORILEE] @ [HTTP] 2O UwWOULET,
[HTTP] @ [FR— b (HTTP/HTTPS)] 20Uv I ULET.
[HTTPS OHi#cE)] &#EIRLFE T,

[R7F] Z&IRLET,

EREEA R ReNZS [BTHESE] 20Uy IULET,

CSRF DFS%TE

O

. R—LABEET. [Ry ND=D] 20Uy IULET,

[TORILEE] @ [HTTP] 2O UwWOULET,

[CSRF ##3%] [CF v IX—I&MITET,
(Rl 20 Vv O ULFET,
EREEAFR~SNZS [BTHESR] 20Uy IULFET,

IPP D5 GE

ok wbd

22

. IR—ABEET. [RYND=T] Z0JVYvIUET,

[(ZOkLEE] @ [IPP] Z20Uv o ULET,

[IPP] @ [R—=K] CFTvIOX—O%MTFTET,

[RF] 20Uy OULFET,
REAMNFKRSNZS [RTHEE] 20UV IULET,

TFa1 VST =2BRNCTDEHDETE 2 (Internet Services hSDHIEAERTE)



5 w2

* [HTTP MEBTE ] T [HTTPS DHEE) | (CRET BT EICKD. IPPS TOEEEITVET

ENERDET,

IPSec MiB{E5%TE

1. K—pE@ET. Ry ND—2] 20UV IUET.

2. [FOrDLEE] O [1PSec] #OUv I LET,

3. [IPSec] @ [B#] DFTvIX—IEHLET,

4. (g7 =0UvILET.

5. mmEENFRENLS (K THESH] 20Uy ILET,

a—

LPD DiE1E

MR—ABEMHET., [Ry ND—=0] Z0UvOULFET,
[ZORLEE] @ [LPD] #OUw O ULFET,

R—b] OF TV IOR—DZIHUET.
(RF] 20w OULET.

a bk owobh-=

HREEm TR RSNES [BTHBES] 20Uy IULFET,

E}_Ll—'—l
POP3 D:siE
he AEET. [y NO—2] 20w UET,
(O RLEE] & [POP3] ZOUY I LET.

[R—=K (A=ILRE)] OFTVvIR—DZHULET,
(RF] 20w OULET.

akowbh-=

HREEN T RSNZS [(RTBES] 20Uy IULET,

Port9100 D%TE

. R—LABEET. [Ry ND—D] 20Uy IULFET.
[TJORTLEE] @ [Port9100] Z0Uw O ULFET,
R—b] OF TV IOR—DZIHUET.

(RF] 20w OULET.

S

HREEm TR RSNES [BTHES] 20Uy IULFET,

S/MIME D% E

1. "R—rE@T. [Ry ND—5] 2HUVILET,

o CDIBEIPPIR— MM

X1 UFTa ZERCTBEHDHRE 2 (Internet Services NS DYIERERTE) 23



2. [ZJOrILEE] O [S/MIME] 20Uy I UET.

3. R—K] OFTwIR—0=HLET.

4. (77 #OUVOILET.

5. mmEENRRENLS (K THBES] 20UV ILET,

T

SFTP DsX7E
. IR—ABET. [Ry D—=0] Z0UvIUFET,
[TORILEE] @ [SFTP] #OUwW O ULET,

[RF] 20VwOULET,

1
2
3. [SFTPUSAT> bR— K] OFTvoII—I%HLET.,
4
5. mmEEAFRENLS [KTHREH] 20 v ILET,

SMB DE%TE

1. R—pBE@ET. Ry hD—0] 20UV ILET,

2. [ZFORILEE] O [SMB] 20Uy I UET,

3. R—K] OFTwIR—0=HLET.

4. (77 #OUVOILET.

5. mmEENRRENLS (K THES] 20Uy ILET,

SMTP D&% TE

1. R—LBEET. Ry hD—0] 20Uy ILET,

2. [JORILEE] O [SMTP] 20Uy I LET.

3. R—h (X—JL%E)] CFIvIR—URMFET.

4. [KR— K (A—ILBA )] OF TV II—IEIUET.

5. [M—hK(A—ILBE)] DFTYIR—UEHLET,

6. [ABA—LTRLR] (CAMADA—ILT RLRZEANUET.

7. [B—N—FRLRBE] CA—NH—/—DIP 7 RLREASILUET.
8
9
0
1

. RER-BES(A-I/A>F—2y 8 TF7OR) (T SSL/TLSERCHIG UTeR— hMESZE AN LET (
IR— MESESAFLAEBRE(CTHERIZSV. )

[SSL/TLS BfE] @ [SSL/TLS &l 20 Uwv I ULFET,
. MRFEl ZOUYIULET,
. ERBEENRRISNZS [STCEES] 20Uy IUFET,

i
= N

* A—=)LY—/\—FIREDFEITREZ 1 > R— b I DIBENSHDFET .

24 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



* SEBRED R— hAEEE [BF1VUT A ZBHCTDIZHDRIE 2] O [FEEED-1 > R— K] (P.19) Z&8
<IZE0N,
= g —
SNMP D:<E
A—LEET, Ry hD—0] 22Uy IUET,
[ZORILEE] @ [SNMP] £Uw ILET.

UR—b] OF TV IOR—DZHUET.
(RF] 20w OULET.

a bk owbh-=

HREEm TSNS [RTHBES] 20Uy IULET,

E}-L,I—'—I
SOAP Ds4TE
R AEET. [y NO—2] 22Uw oL
[F0 R LEE] @ [SOAP] 24U w o LET.

UR—K] OF Ty IOR—0%ZHLET,
[RF] 20VvIOULET,

abkhowobdb-=

REENR TSNS [(EBTHIEEE] 20Uy IULFT,

SSDP MDE&TE
. R—LEET. [Fy NI—2] 20Uy IUET,

[TJOBRJILERTE] @ [SSDP] Z20Uw O ULET,

1
2
3. UR—K] OFTvoIX—0%HLUET.
4. (87 #OUVILET.

5

. HREEONRRISNLS [ETHIEEE] 20Uy IULFRT,

ThinPrint O&%7E
. R—ABET. [RYy N NDJO—0] Z#2O0UvVvOUEY,

(O R3JLEFE] @ [ThinPrint] #0Uw O UEY,

1
2
3. R—K] OFTvIR—0=HLET.
4. (g7 =0UvILET.

5

. HEREENRRISNLS [RTHIEE] 20Uy IULFRT,

= A —
UPNP D% E
1. ‘R—prE@ET. [Ry ND—2] 2HUYVILET,
2. [JORILEE] @ [UPRP] 2OUvHLET,

X1 UFTa ZERCTBEHDHRE 2 (Internet Services NS DYIERERTE) 25



3. UR—K] OFTVIT—IEHUET,
4. (1831 #OUYVOILET,
5. mmEEH ERINES (K THERE] £UUvILET,

Al
WebDAV DsExiE
- R—LABEECT. [FY ND—=D] 20Uy IUET,
[TJOBIILERTE] D [WebDAV] Z20UwIULET,

1
2
3. UR—K] OFTvoR—0%EHLET.
4. (g7 =0UvILET.

5

. HEREEONRRISNLS [RTHEE] 20Uy IULFRT,

WSD D& TE

R—ABMHET. [y ND—0] Z2Z0UvOULFET,
[ZOrDLEE] @ [WSD] Z#0Uv o ULET,

[WSD] @ [FR— b (WSD XF+>)] OFTwIR—0&HULET,

[R—=K(WSDTU>Z N1 OFTvIR—0ZHLET,
[RF] 20VUvIULET,

ok wh-=

HREEN T RSNZS [(RTBES] 20Uy IULET,

N HiE
* [WSD] &I(&. TWeb Services on Devices] MBE T,

BB T OB EDRTE

1. K—pE@ET. [FTU] 2OUVILET.

2. [7T7UBE] O EBMEFTUOEMERE] 20Uy IUET.

3. BEMBEFTUOEMERE] @ [E% ] OFIvI—0%EHLET.
4. (817 #OUVILET,

5. mmEEAFRENLS [(KTBRES] 20y ILET,

- - ==

AirPrint O3 E

1. ‘R—prE@ET. [Ry ND—2] 2HUYVILET,

2. [y hD—5BE] @ [ENAIILTUS RZE] 20UV IUET,
[ENAIILTUS REE] D [AirPrint] 200w UET,

[(B%] OFTvION—DZHULET.
[RF] 20VwIOULET,

ok w

26 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



6.

HREEN T RSNZS [(RTBES] 20Uy IULET,

Mopria DYTE

1.

o0k wN

IR—ABET. [Ry D—T] Z0UvVIULFET.

[Ry hD—UF%E] O [B/\AILTU>REE] 20UV IUFET,
[B/I\AILTU> RE&E] D [Moprial #20Uw O ULET,

(B3] OFTvIR—D%=HLET.

(Rl 20 Vv O ULFET,
EREEAFRRSNZS [BTHESR] 20Uy IULFET,

Print Utility (D%E

o ahkwbd-=

R—AEET. [RYy D—=0] Z0UvOULFET,

[Ry hD—=0%E] O [B/INAILTU RRE] 20UV IUFET,
[(BE/\AIILTU> he&E] D [Print Utility] 220Uy O ULET,
[E/NAILEDIAFH] DRAAYFIRIZZTIvIL, BHCULET,
(Rl 20 Vv O ULFET,

EREEA R ~eNZS [BTHES] 20Uy IULET,

Universal Print D% E

1.
2.

o a ko

N
1
2.
3
4
5

AR—ABEET. [RY D—D] 20Uy IULFET,

[Ry bD—=TFFE] O [B/\AIILTV2 REE] 20UV IULET,
[(BE/\AIILTU> he&E] D [Universal Print] 20Jw 2o UET,
(B3] OFTvIR—D%HLET.

[RF] 20VUvIULFET,

EREE TR ISNCES [(BTHEEH] 20UV IUET,

FC DExIE

» R—LABEET. [Ry ND=DU] 20Uy IULET,

[y hD—=U5&E] @ INFC] 20Uy IUET,
[(B%] OFTvION—DZHULET.
[RF] 20Uy IULET,

. HREEONRRISNLS [ETHIEEE] 20Uy IULFRT,

a2V 2BRCTDEHDIRE 2 (Internet Services hSDOHIEAERTE)

27



7 0 ADETE

IR—ABEET. [7TVU] 20Uy IULFET,

(D7 OXR] 20UV IULET,

[BMERTE] @ (AL ORI 7 ORDER] T (L] 20Uy OULFEY.
(RF] 20w OULET.

[BFHENSDIR—U>T [ EFE] T [FLE] Z28RUFT.

[RF] 20VwOULET,

HREEm TSNS [BTHES] 20Uy IULFET,

ELERRINY DXL D5 —DENTE

N o oh N

=2
1. K—p\E@ET. [FTU] 2OUVILET,

2. [7TU-B1D [D70X] #OUYILET,

3. [BERE] O [BEEESIRY IRELU5—] #OUvILET,

4. (8] #OUVILET.

5. RyoztLoy——8] h5 [ER 1 DRy IRELI5—] 20Uy ILET,
6. (B =oUvILET.

7. [RyozBES] CEEZANLET,

8. ®#Fl m2EMIUVILET.

9. mREE ERRENLS [HTHREH] 20Uy IUET.

5 e
* Ry ORBESERERCEET ST LB TEER AL

RAE T 7 D ANEEERANY D XDVERK

SR LEREER WHEREEZR) ZRIDFABMERSNTLRWEER. TUT 7L XA R
1BFiR) 22RO, fFEULTIEE),

. BREBRETERVI T LAEREERZEDHAE ID TOJ1>LET,

. R—ABEET. [7TVU] 20Uy IULFT,

[PTU—E 1D Ry OREE] 20U I LET,

[RyOR D[ —EBFRR]ZOVYVITD

[[E#R 1 DRy DXL 05— ] (GERUERY VRDESZIIYIULET,
Ry OX%&] ZBEANDUET.

[7OEXFIR] T [HBRULRWN] Z2FvTUET,

(RF] 20w OULET.

®NOOA BN

28 TF1UT o ZENCTDIEHDEE 2 (Internet Services 'S DOHIEAESTE)



A2 =Y N T 7D RADRTE
IR—LABEET. [PTU] 20Uy IUFET,
[1>5—y hIF7OXR] 20UYIULET,
[PTUDER] T ERAARE] Z#RUEY.
EREEA R ReNES [BTHES] 20Uy IULET,

hoON-=

AF+7 X (EDERTE

1. K—p\E@ET. [FTU] 2OUVILET,
2. [RFvIRE] #UUYILET,

3. [FTUDEA] T UEARE] ZRRUET.
4. FigrmERELET.

37 7J0-DEE

1. K—p\E@EC. [FTU] 2OUVILET,
[a3TJo0-] 20Uy IULET,
[ZTUDER] T UERFRE] Z&ERUET,
A EBRHLET.

WD

UE— KNI RT 2 RADETE
1. K—p\E@EC. [FTU] 2OUVILET,

2. [UE-RT7IRIVR] #OUYILET,

3. [7TUDER] T UERFT] BRIRULET.

4. FEBRHLET,

TF1UFTZEBNCTDIEHDEE 2 (Internet Services h*SDHIEAESTE)

29



1.4

TFI1VUT 4 ZBMCITDITHDHTE 3
(BEBOY IC KX DFHIRE)

C T BEBEOVZSAOVZAWTCEE T 3FIECDLTERALTWLET,

EBOTI7AILIE. a1 VUT o BIEEDOHIBORFEDENZ B CERNICREB I D EICLKD,
AAHASNIEHMEREICEAUERZH#HBIL T, FEEHROERZHLLEUET,

EBOTHMRDANR N (FIZ(E, BEEPEREE., 1—H—BFRE) (E. FA1LRIT EHIC
—DDI7AIL (LURE., TEBEEBEOTI7AIL] EMHFUET) (C. &K 15,000 E TRENIICHREFES
NE9, 15,000 4=BX E5EF. —BEHVEBOT AR M SIEEESN, B@DIRLTARY
MOVEgERESNE 9,

A (CRGFSNEEBOIMRESNEIN,. OTF7—HFRENSHESNERA. BEBY—/(—
NIEBSNDBIA =T IEBURERIRE ULEEXfNET.,. B8 —/\—Lt0EBEBEOIJ T 7
A IVIZIERFT LWL\OTNBIESNTWEET, ERZRIET DFIIC. EUSKRERGFINDCEEZHR
<IEE0N,

Y R D= IR R RERY — /I \—DIREICKDEBOUMNXETETRVEENBDDEXT ., TDHFE.

AHEUI E(C 016-438 NERRSNFEITDT., SXTLABEEE. Rv ND—TP0EFY—/)(—DIRRE
HCHERLSTZSLN,

BERERETOTEENTETRVMARE (016-438) DFEFE. AR THRIXEDOI NI 13,500 4L
EEROEBAIC. I5— (117-379) Z#FRU. RAEOBEZFEILEUE T, S XTLABEEE. RV
ND—OPEEEY— /) \—DIREEZ CHEER < 120\,

Y RO — WY — )\—DIRELTERE. AMEOERZTID., 1#B1E)CRILDFT « AT LA HSHEKT
LTHS, B3—EEBREANTLIZEV, BREANTCSE. BEIS— (117-379) iR REND
BEE. 5O EADOEIR OFF/ON =i L T /ZE0)\,

ZNTERENSEESNRNESE(E, BREZYID, BHOHA SY—O25D M2 —FTz(FER5E
JE(CTEFE T2V, ARRICKD, BERICHEDBZMIAT %S, DA -T2 (CLB R
TR ELIRDIBENSHDFT.

128, AH(CRFSNZEBDOY OHIBREREFH D FE A

BB UEEBEOIVDIA—YY &

30

EEBOT I 7AILICIE. ROBBHEEFESNTWVWET ., 7UOR. FEERITOERD VD, FEARIC
FTwIULTLIEEL,

Ay FNER

I5H i B

JA—<Xv M—=3>

=2

MEMEE T3]

FINARIP 7RLX

FAEYF @~z 0
~9). Rwhk (). JO>
(:). X=F75

IP 7 RLX (IPv4 F7z(F IPV6)

F/z(E DD/MM/YYYY

FEEBR XF5 UTF8 (CEE
FALYI—> -720 ~ 720 GMT =84 & UTZREEEAL(E) .
FHRREDATEDODEYAFRE
EUFEY,
FHAITA VY YYYY/MM/DD.
MM/DD/YYYY.

TFIUST A ZBHCTDHD

ME 3 (BEBEOJICLDEPRE)




EBROVIER

=[] R BLilE

O2#%BIF (Log ID) ¥ (1 ~ 60000) ETERFEER(CIDIRSNDH
Bl F

F£AH (Date) XF5 EBEREFDEAH

BEfE (Time) hh:mm:ss EEERFEDORHE (BFH)

BRI T 16 EEE EBBRICHET DikslF

(Audit Event ID) (0x0000 ~ Oxffff)

ERERE XF5 EREROERZRIXFT

(Logged Events)

11— —% (User Name) XF5 EESERERESIEEI Y —%
KIXFF *

EEBESE5RFM (Description) XF5 EBSBROFH

F5ER / JRRE (Status) XF5 REUEBEROVIBERE
(FIREE

ERREFER XF5 EBEROERRTIER

(Optionally Logged Items)

* L EEOBS  1-Y—1D
I1—Y—ID " REARIBE : 1—H—%
I1—Y—ID. I—Y—-&Hh A EERARIBE : -
K EIEE © KO
HANY—I>>=7 :CE
FGRAREGFR I —Y — : Guest
SR AREPEMEICHER T D155 © System
SNMP #Z2HDIHE : SNMP:admin
T 7O AREDIHE : FAX RECEIVE

Bl : BN Userl &S ID TOJA > ZEHAH T /IR T— ROR—HDzHCOT A KRB U IEHBE. ROBEEOJH EHFEEN

ESER
Item Description
Log ID 1
Date 01/01/2018
Time 10:00:00
Logged Events Login/Logout
User Name Userl
Description Login
Status Failed (Invalid Password)
Optionally Logged Items -

o BIE)\ILODiBIZRE

* Internet Services MEBIEREE

s JUZH—RSA)\—

o 1B{E)\RILDEIRHLEE

* Internet Services MEIRHLEE

s BN (KAEEIKF. AAKFIERF)

BEBOU J7 A )LICEER SN DIRIE

BEBOY I 71ILICRBSNDRFEFUTDORDTY.

TFIUTZ2BRCITDRHORE 3 (BEEOVICKLDERE)

31




o BE/CRILDOTIE—HEE. TV MERE. XF v HEE. XAF v Ry JRRTFHEE. T7 OXMEE. X
SO Ut

* BIE) LD 3 TEIR - [BEDRRIEEE
* Internet Services M= 3 TIRRE - [BEDFRRILEE
* Internet Services MRy IZAMNSDXET —FED H UBEE
s J7—LADTTFDIN-3> v
* NREBFEDIR
]

s BEBEOJDFMICDVTIE, BHAKY A hTRHLTVWD BEBEOJU I 7L XA R] Z28RLTLESE
LYo

Internet Services NSEEEOVZE D I 5E

Z ZTld Internet Services H'SEAOJZEBDH I HECDVWTHALET,
1. R—pEET. [SXFA] ZOUVILET.
2. [OUBE] 20U ILET.
3. [BBOY] 20Uy ILET,
4. [O0UEE] @ [E7] #OUVILET,

32 TFIVUTZ2BCITDRHORE 3 (BEEOVICELDERE)



1 . 5 j_ -U- le\III

hoON-=

CCTld. AEFATDHOI—F R DRIEZHAL TVET,
AtgEF BT DA1C, FABERI-—Y—ID &/(RDT—-RICXBIFEANVETT,

RRSNBDF—R—RZE>T. Y- IDZANLEFT.
DRN] 25y T UET,
IR T—RZADULET,

[OK] #2585y T ULET,
CODIREE TAMN S OFIRNEJREIC/RADE T,
i

* HREIEE ID RIFEAHEICH SN UHBHRSNTVE I, DI - — ID FEHFRSNTLEIRA. HIRERE
BDID OEE., BIERDOSE(IHMEIRE CHIRENET.

* 1Y - IDDEFRICDOVWTHFUL(E TUITFLAAA R BFR) O TFFMERE] > 385 / SE5TEER] >
[EEETEIE] > [OI—Y -5 / E5tHER) Z28RUTIES0N.

FEEI XS 3FEOI—YT—-(CHIFBNET,
s T RASFLEIRE

ABEE (IO T — /)= (CEfREN., FRRBECEDE I AT LAORTEEZER / EECEDI—
J-TY,

TIHEAEROWIPRE TRESN TV IHWINERE &, EFRRIETENSN. HiREEEERZMS N
E2RTLAEEENFELET,

HAMEBEMSNDOI—T —D ID LHERDEER. AT LABBECHIR=NET,

s —HRFIARE
AT (IO — /- ([CEIRSN. AMEOEAKEIFIATEDN . S RTLDREEDE R | ZE
FTERNI—YF—-TT., ERINEI YT —OYHIREOKE F—HFIAE LD FT.

° *ubuIEl ﬂ_
A—H -SRI (CAE(C T ORI I—H—TY ., RBEPRET(E. ABEFIRIECEHE A

OJA> UIZRAECIE BIDHTOSNTERICIEU T, BEAKEOHAICK > TRETDIXENTIT
(C3F U CRIRETMEEMNRIXADF T

JANE: ==
* SRFLEREGEVVEREHSEIOT, BIRIEREHEY /200, BT SHMAEGRBRIKRCLT
<.

Fle. TF2 VT 1 RAEHEDOM RIMDIRED Tz 6. [EETER | #ERZEDFABEGFERLBRVTIES0,

TSAR=RTU MEBECHBWT. —IRFIAEE. BEMRITUAK(ICRFNZTU M—5DT L
Ea—ERlER. SPEZEE. HIbR. ENRIEREBOEIRIG3 T DF v+ 2 ILAEEETI N, MENFRIT
U. RE(CIREFESNET -5 ESITC@E>TPIOECIATEEE A

SRAFLEEE MWEREZSD) (X BELEITRUMENRITL. AECEFRENZTU NS —4
REWNCZ I T DIRIENEIEET T,

FZY RNT—DORAF v MEEICHNT, —BFIBEE. XAF v URERICT L Ea—=2BMC LIRS, B
MRIEUTEAF v A A0SR, RITHPRAF v 223 T0Fv U aJEETI N, MEMRELL
F—=AESITIC>ETIOECRTEEEA

SAFLAEERE (WREREZSD) (X, BELEITTRMEMEMELEAF v o7 —FR5TNCaTn
BENEIEET Y,

OE—#EECHNT, —MFAIBEE. BEN/N—HELLEIOE-—3 T 0RHREE. 8. RIENEEETY
M MEBNMRELIEST -9 23T CRT7IOERTEF A,

1—Y— ik 33



34

SAFLERE (WREEEZEY) (3. BEOIE-—3TDRENTIRETHD L EBIC, MEMREL
EOE—3TDBE, FIENEEETY.

D7 OXXEMEECH VT, —MFAIAE . EERFEFCTLEa—2BMCLIEE. BEMRELE
TP ODRXMEAA—ZDBR, RITHRI 7 ORXESITOF v LA EIRETI N, MMEMRELIZT —
FESITCRETIERTEFE A,

SAFLERE MWREEEZSY) (3. BRI TRMEMEELIZD 7 ORRET—IREUICT 3
T OEENEIRET T,

D7 DXAZEMEES VT, RIEESNLET 7 IRFT —FFREERRINY DXL U5 —(CHRESNIZRE
T —IEBBRARY JRICRESNFEFT .. RIFSNLERET —IDHRHEL. HRIER. BIlRE, RFSNE
INY DZXDFBEDIHCFFSNET, LIEL. WIREBEDH. MEDRY IXRNDT—FICTFIEATSE
ia_o

R DI ZAANDRAF 7 MEBEICHNT, MY IRIIREFESNERAF v oA A—2DFR R, EIRER. BIBR. ED
RItEREEFDENER. BIHEIROZE(L. RV I ROFIEEDOHNBIRETT . lE L. MREEBEEDOHN. fthE
DY I ZRNDT—HCTITEATEET,

FEEINRTOMEEICHBNT, TP aT, BLUEBEKRTSITCDWTIE. mMEBIRITLIEEDTHD
TEEENTEETT,

11—t



1.6 BS>Xb

CCZTlE. BETRA M (Mg O S AZRKE) (CDWTHBBLTWETD,

Kix, TOVSLADERITI— RBIVEET —YDTEEZIREII T DEHODECT A MEREEZEITI D
ENTEFT, AL, EEIFIC NVRAM & SEEPROM DERTET —AaSOMEEBEBE L. BB (IRIE
ISRIVICIS—%FRUET, 22U, BFa1UFTAEBOIT—4. BEtoORBT—4EINSICEEE
NBWESHEEORBIZUEFEA. T, MESEFSFICHS T MEENSRTESINTULDE. RDOFTI S
HEBUET .

* Controller ROM DF T v Y LB UFREDEE —T 3HVERRL, R 3R/ (RILICTS—
(117-312) #ERLUET.

* Fax ROM DF T v OB LAZAEUMEDEE —HT ekl L. EERF (3R (RILICTS— (033-
321) ZRRUET.

o ELERAEREZRDOBIAART X b XL, ERMKBMDBE (RE/ (RILICTS— (116-321) ZFRRULET.
* I> hOE—ROFAMEEMU., ERNMKBMODSE (FRIE/CRILICIS— (116-321) ZRRUET,

IS —HMRERISNEHEF. AEOERZYID. BIE/CRILDT « AT LAASEIT LTS, B5—EBIR
ZANTLIZEVN, ZNTHEREAWRENRNEE >, BRZUID, BHOHA MY —-O25 0 ~Mz>
B —FE(FARFEE(CTEBE TSV RRICEKD . BERCHRB IR T DIHEN". DAMN-—TI2T7
(CXBDERTHMVEERDGZENDDET.

SEEP 35



1.7 Voo 7))\ =327y

CZTlIE VIRITTFIN—=3> Py FICDLWTEHRBBLUTWLWEY, AL, Internet Services #{E> T
KDY I NI T7HEIN—3> TPV TR ENTERETT,

VI DT 7I\=23 27V ITDRE

ok wN

36

. R—ABEET. [ >RFTL] ZOVYIULET.

(VIO T7N=23>TPyvIHRE] 20UV IULFET,
[D7AIUEECLD/IN=23>T7yvT] O[#R] 20Uy IUFET.
T7A)LERST A 7OTNRRESNDD T, MRODIT 7 ()L ZERUET .
[E17] 20 Vv O ULFET,

LEEZFETER., D7 —LADITTVDELIRGINRIIL. FTULWI 7 —ADT T FOEIEMNERTED &, 1BF
JNRILICIN=23 > TV TORTIKADNU T DL S (CRRESNE T,
Download Mode
PROCESSING XX/XX

N=23 27y TR T, NEEGBEEBNCHEES L. BF) (LICOT1 ERNIRRSNET.

1BE)RILDB YD ROz 7N\ —23 >R LU T<IEEV, \=Za>pEHFencunnd, N—-=>3>
Ty TFERICTETUTWET,

T7— AT T FOEBZIEREICKM USRS, BIE/)\RILVICUTOLSIC IS —AvEz—hHARRESNET,
Download Mode
SOFTWARE UPGRADE FAILED 017-759
CDHE. IN—2a3> TPy EERBMUTWETS, AMEEFETHESHL TSESU,
COBE. FILWI7—ADITTV7HRELWC EZER L. BENSEZERL. FIECAR>TI7Z7—LDITT
N—==3>FPyvTIZEZmUTLESV. TNTHERHIT BBE(C(T. BHOBYEENDA N -T2
FICTEEELSTEELN,

T oEREEBERRIZE,
[CF2UT ZBRCITBIEHDETE 1 (FHEIRIE) CRILH S OFEAERTE) | (P.10)
- N\=23>7vTEEDBME
[TF21UFTo ZBRCTDIEHDEE 2 (Internet Services NS DAIEARTE) | (P.14)
- VIR TIN—-23 > TPV ITDRE

VIRITT7N==3>T7vT



1.8 IPPTJUS bZFIATD

W=

o o

IPP JU> bHREZFIA I DL BEVDISAT7> KPCICUATOFIETT IS - RSA)\—Z 1>
AR—ILTDREBERHDFET,

(AFT(E. Windows 10 ZHI(CEREALE T )

. BEREERDOHDI7HD> hTOTA1>T S,

BMEAZI—ADT/I\ART7A D ZEIRT B

[TUSH—ERFv—] BET [TUSA—FRERFrvF—2BIMUET] RY>Z2IUvIL. [T
U2 - —ECIRMEE] U OZREIRT D,

[(HETU> S5 —%ZAICEIRT D] ZERL. UTOXSCEREZANDLT, IRN] 20VUv DTS,
EHSEIEEE . “https://< AHED IP 77 RL AFIZ(F/RRA b% >/ipp”
TV —DEMNMD Y —RAT [0 XAUER] Z20Uv 033,

TV —RSAN—DPREFESNTND T AIIZEEL. INF I7AILEERL, [FH<] 20Uy 0T
50

7 sxEse
o OSAT> ~ PCHSAKC IPPS BIERITS 6 (C(E. AL TRE LB BLIHEN, Windows TIEL <R
HTEBLSC. EETEBI— NIBAEE U TER SN TLIRERBDET,

IPP U hZEFIATS 37



1.9 DAV NPCISTSAR—-KTU

MEREZFIAHT D

38

DSATRPCHESTSAR— TS MEEEFIAT DR, UTOHETAEICERE SN/ 1—
H—ZEEL TS0,

(LULTFTlE. Windows 10 #(CEHEELE T ,)

. TJU2A-0T0ONFT1T [TUH—EHK] 970 FREIRE] RY>20 )y IUET.

[BBFEER] 1 7O0J LT UTOREZTVET.
" 23TV ECREDANBEZRRY D " TZANRY D EERUET
JANR:=

* KORER(CTHRAVWZEL 2. FREER " F 44700 TR BICAUZLBHRZERAT S " SZARYT > %E
RuRnwTLZE0N.

TV 23 TRGEDOT I HTONTa T, [TU NMEE] &UT. BETU K. [EF2Y
Ta—1. [TV [BHEE]. DRy ORREF]. [DA—LBR] REMEETEHEIN [TA—
LERR] DOME, EDEBEZLTE. TSANR-KITUS 23T EUT, AECERENE T, [TA—
LER] MEESNZZITFERESNT. TA—-LT—FELTHREICHRESNE T,

DSAT > RPCOSTSANR— TS Mg FIAT D



1.10 Internet Services TODIE/E

954 TF7> ~PC Tld, Web IS5 —%{F>T. Internet Services (K L. AtxE ) E— M SIRE

FRENTEFET,
C T3, Internet Services D [R—A L. [ZTVU ] [23T ] D& T TRIRERMIREICDWTHRBLE
9,

R—LA

[/R—ATEETE. AEDER, BH. L. HEROKRE. HD25—BR. BIUPR— MMEHRD
FRSINFT,

[J
c [TUZKIRIAGDEIN, KAOAFADRETIFEFSI T IS —ERDTUS hTEEE A

7Y

[ 77U 1BEETIE. 7TU—BRRRINET ., TDDSE. [[RYITRIEE] TEIRYIXDIRENTEE
9, [BFRXR] RY>EOIUWIFTBE. Ry OX—E] BEHIERRSNET. RV ITIARNDOXED—E
EEHRIBERNTRREINE T, [BER]. [RE] [HIFR]. [XBO—EXRR]NAIETT., —EIC(E Ry
DABESENRYIRGINTREINED, BIELIEVVRY ORXDERIZIUYVOTBRE, [XE—E ] BEEHN
FTREINFET,
[XE—E | E@ECE. RYIIADXEN—EBRRNET., RYITIXADNEHN—ERRTETID(T.
Internet Services (COJA> UL TCWBFIAE S, RV IRADABEEN LU TWBRBEDHTI., OTA
>A1—H—-ERVIOROABEEN—BU TULWRWES, [PUOTXIENRNEHDBIRTETERAL &E—EBX
RIBTEFTEFEA. L. BRERELLTOTJA>UTVRIEEF. 2RV IIADYEL—E
FRCEFET,
o &R

I —2 3> OEENRRSINE T,
s XEZ

NELGHNERRNET,
o ERAK

NENRY IR CEFSNTEHRIRRSNE T,
* R—TH#g

BERSNIEXEDR—HNRRENFET,
[XE—E]EETE. XEZ#ERUT, [WMOBU ][ HIER ] HEJgETT,

<EOHU >

HOH U VWKBOF T v IRy JRCF T YOI~ %I T, [ XBOEE] - [ ROBL] KI5
Uy ogae, [XBORMDHLU] BENFRSAN. ZCTIRELLROEUARECHE> T, XEEROE
T ENTEET,

s JrAILER
BMOHETEZTDTA Y MERELET,
TIFF. JPEG. PDF. DocuWorks DWWINHEIEETEEY,

=
[23T0 1577’ &0 ILERE>IEE/(RILTIERUES I TICEAT IBEHRMARTINET, £
z. ETFE50>a &7 HIRIDIIENTEET,

Internet Services TODIZ{F 39



TIT-ETE [FAE] 2375 DRE] 88 (R iFRreSnEFs. AiRktIngE. A
SHOEBHICKDZITARITHES LD TVBIHFAICIE. R—A] BEED [EBXH] DIAICZ 3 ITHERR
=SNEY,

40 Internet Services TDEIE



1.11  F>45)LsEBAEDHETE

Internet Services > T, AEDT ) GIBAEZRECEEI ., BCIHAEZIEK T DN WP THE
BRUIEEEBREZEZ 1 > /R— N TEE T, F£/e, SAZEBRXRER (CSR) ZEMIBCEETEET,

FARELBRE DERK

IR—ABED [ZRXTA] > [TFa2UFTr—&E] O [BEFERE] T GIRASFE] 20 JvIULFE
9. SEBABDEEDTILI D A1 —hSIEk T DEEAEOEAZERL. FHRRENR] OTILT D> A
—a1—Nn5 [BECERIAZEDMENK] N [CIAZBRER (CSR) DIFR] ZZEIRULFET.

[(BECERIAE] &ERI D&, [BCERLIAEOHREHA] BEHNRREINET,
[GEAEERERK (CSR) DFpk] &&RI D&, [GIAZERER (CSR) DERM] BEANFRRSNET,

B S E&EIRZE DI

ROIBEZEREL. [FT] 20Uy 093L. BEERIPAENAEICKESNE T, I CICECERIL
BRENDDHZEF. LEETSNZET.
* TTHILEBLZDHAR

[RSA/SHA-256]. [RSA/SHA-384]. [RSA/SHA-512]. [ECDSA/SHA-256]. [ECDSA/SHA-3841].
[ECDSA/SHA-512] "S#EIRLZET,

* NHEDOY X ([RSA/SHA-256]. [RSA/SHA-384]. [RSA/SHA-512] Z=:ERUIZIHE)
[2048bit]. [3072bit] MSERLET.

* tBMeh#R ([ECDSA/SHA-256]1. [ECDSA/SHA-384]1. [ECDSA/SHA-512] Z#EIRUTHE)
[P-256]. [P-384]. [P-521] N"S#ERLFT,

* RiTEA
ERLBOHMGZHA 64 XFURNTANLET,

* BxhHEAR (BHEX)
FEAZEOEXBEEZ 1 15 9999 HOFEER TANULET .

SEBAEERER (CSR) DR

ROIBEBEEHEL. [E1T] 20VUwvw o33 E, [GIAZEKAER (CSR) 457> 00— R] BE@HERRSE
N, 99>0—-RTEBLSCRADET,
* FITHIEBLOATR

[RSA/SHA-256]. [RSA/SHA-384]. [RSA/SHA-512]. [ECDSA/SHA-256]. [ECDSA/SHA-3841].
[ECDSA/SHA-512] S#ERULFET,

o NEH#EDH X ([RSA/SHA-256]. [RSA/SHA-384]. [RSA/SHA-512] ZEIRUIZHES)
[2048bit]. [3072bit] M5BIRLUET .
* {5Meh%E ([ECDSA/SHA-256]. [ECDSA/SHA-384]. [ECDSA/SHA-512] Z&RUTZIBE)
[P-256]. [P-384]. [P-521] h5i&IRLFEY.
* 2 XFOEL (C)
AHOFEMOER I — R%E. FILTFPAY k2 XFTAHLET.
o HBERFIEL (ST)
AHEOFEROMERES %, BEF 16 XFLUNTANLET., COEBG. ABTEET,
. FREHE (L)

AHEOPED™, X, B], (IR Z, REF 32 XFLURATANDLET. COEBE. 8l TEX
ED

* #Ef®& (0)
RS ZHF I i, REF 32 XFLUATANDULET,

34 AEABORE 41



* ‘EMEAI%Z (OU)
RS ZHF I DEPEDRRIZ. REF 32 XFLURTANDLET,

* —fi%# (CN)
FHEDIRZ MEPFRRENFET . R B&EG [TO/NFo] 57 > [AMAHA] THRECTETEFY.

* 7RLX
FHEDA =)L RLADTRRENET, ALV RLRE [TO/N\Fa] 5T > [AKHA] THRET
EF9,

= ~ 2
SIEBAZE D1 2 /—
ROIEEZEFREL. [12R— ] MRY>ZZOUY I E, FBEUCIRAENRECHESNET .
* SEFAE D > IR—
AR—bIBT7AIVEIBELET .

X.509(DER/PEM) 2. PKCS#7(DER) 2. B KU PKCS#12(DER) R DT —F Mo > /R— K TE
F9,

e JXIXRD—R
PKCS#12 FEeRFT—HDEERAD) (XD — REREF 36 XFLUANTADULET,
ABDUEIKRDT—=RIE [*] (PRAVRD). F2ld [@] (Bf) TRRESNZET.
* JXRAT—RODBAN
BDIEHIC. PKCS#12 FERT —FDESHED/ A T— RZEZES—EANDULET,
ABDUEIZAD—RIF [*] (FPRAURD)., Flzld [e] (BHh) TERRINEI,

42 735 )AIABDRE



1.12 &

YA
PSTN J 72X - %xvw NDJO—2RDODEf

AL, D7 ORETLAEREEIFS,. AREFLIEEN LU T, J7IRT—SFDEZEMEETIRHEUET .,
HR— k9370 JLIZITU-T G3 E—RETTY,
FT—AEFTLEBEIIFFIEYS, J7IOXA A TIT—ATESENFINTLBRDIE. FBAEDD 7R Eii%
F—SDHTT,
TP OROfRERY NO—ODMNB(EZRICHBIESNS D, T 7 ORAMEENSDT—Ihxw NDJ—fl(C
HEITRICEIIHBDFEE A

A y =
BEE 10 DaHiH
EEBOJICIIROBRNEIRENE T,
]
s BEBEOJDFFMICDNWTIE. BN Y+ FTIRELTWS TBEBOJU I 7L XA Rl #8RUTLES
(AN
POESTE =2 LIRS DERS EEERESRGFH R
5%
AR DEB R T System Status Started normally -
(cold boot)
Started normally
(warm boot)
Shutdown requested
3T DT Job Status Print Completed. Canceled
Copy by User
Scan
Fax
Mailbox
Print Reports
FIFAEFREERE Login/Logout Login Failed (Invalid UserID).
F A& R B Failed
(1)L (Invalid Password)
FIAEFREERE Login/Logout Login Failed (Invalid UserID).
FlI A& R <AL Failed
(Internet Services "5 ) (Invalid Password)
FIRA&EFIEEREL Job Status Print Aborted
FlI A& R K<L
(TUH—=RSA)-15)

e 43



44

BEiIRHEEDF A Device Settings | View Security Setting | Successful
Change Security
Setting
Switch Authentication
Mode
Edit User Successful
Add User
Delete User
Device Config Software Updated
Audit Policy Audit Log Enable/Disable
‘ED—ETHDHEED Device Settings | Edit User Successful
IL—TDRE
BRFRI DEE Device Settings | Adjust Time Successful
=2 AVIOP S Communication | Trusted Failed
(TLS) Communication (ZOk)L. BExR. K
MDBERERT )
e




(DEZ;

NEFIE—E

A (SR EIRE S KU EIEODIERNSE NI —T —DH (. FRERICRITF1IUT 1 EIR
WEEDSRERNTELRE. BIUBHEDFRIBRZREI DI YT 29T — X a2 LET.

1.13

Fl. HREERDOERE U < (FESTEEDIERN':

SESNTUVRVWEEELI—Y—(F. BOD/I\AT— REE

DHTEFEY,
B BIE)FILDNS Internet Services N5 RERIHEIME ERfE AERTEE
Bt Bzloss | [BRE] > [ RTLRE] > - - - -
E [ RFTLBEET ) AN —E]
JNRD— RMEA - | [BRE] > [R5 / 58] > - I3 (72NN I3
JNRIVAAEED | [BREE - TFa1UTr —&E] > L7y
RE [RitigE] > [VIRD—RD
BA] > DIRD—RER -
RILASIEE]
F—ASDIES1L G&E] > [SRFTLEE] > - ER) 022NA) EES)
RIE [ZDMDRE] > [T—F D L7y
51t]
A==t | [&E] > [BE / &&5tEE’] > | [2XFA] > [TFa1UF7+ — | Bz 1E) | B (1=
BEEEMEED | (R - F1UT—RE] > | ®E] > AN —SorEE | A (1D 30 or 3[E)
RIE [REL—20EEHERE] | HE] )
REEHTNDEETE [ERE] > [R5 / &E1EIE] > [uhuﬁ/ﬁu‘l'/iﬁﬂﬂ] > [FREE/ SBaIE L7R0N FREELTRUN | AREREE /
[ - a1 VUFTr —E] > | E5ERE] > [R5/ £5t0&E APREDELE / S5t 5
[EREEDExE] > [FR3E/ &E&td | A v NEREE/ &
RIE] 5t
TS5AR=T | [&E] > [FREL/ &£51E81E] > - TUEH—DR | TUZEH— | TUSH—
> hODRTE (R - EFa1 VT —5RE] > FE(CHED DFREEICHE | DFREEICHE
[uunIE@_th_‘] > [uunJ—.E/jj/r jf’r/\'— l\j > >
R—rFU> bORE] > [Z > MR
{EHI4EN] RELTUS RS
RF
FA4LO KTV [BxE] > [R5/ &5t EE] > - ERS) L7y )
> hHEREDEE [BR:E - THFa1 VT —8FE] > L7y
DFRTE [FA L0 T SlgEDEE
1]
T7OZADFE | [FE] > [PTURE] > - FE] Eil| &7
(D7 OREERE] > [J7ORE 2
ERIE] > (9L O RT70
ADfER]
[®E] > [PTUBE] > - #a] #a] =
(D7 OREEE] > (D7 ORE =1
VEFITE] > [ABFHESDR—
V> | Bl
RETF7OAX | Ry OREEE] > [EM +] [7FU] > Ry ORIEE] > - - -
EEBRARY YD [—&FR]
AOAERL
INE>S 45



=[] BAE) LD S Internet Services H*5 SR IEBIRETME YIEA(E AERTEME
ZELgRIRY | [&E] > [PTUKE] > [(Z7TU] > [TJ70XR] > [% B i) B
DR LOF— | [DF7ORKE] > [J7ORE EERRIRY IRz L2045 —] i)
DERTE EHIEE] > [REEHRBIRY X
Lo5—]
[5&E] > [FTUKRE] > (77Ul > [D7OXR] > [% B |eh am
[D7ORERE] > [REXED EEHRBIRY IRz L 05 —] i3]
R1F5E [ BEESE] > [R{EEERE > [[EfF 1 DRy IRt
Ry IRt Lo45—] 5—1
[GRE] > [PTURKE] > (77Ul > [D7OX] > [2 001-200 - SA KPR
(D7 ORGRE] > [RIEXED EERAIARY IRz L2045 —] ERNN
RIF5G / BESR] > [Z{SEHREB > [[Eff 1 DRy ORtZLo ABES
Ry IRt Lo45—] 5—-1> Ry oRE=S]
(RYORBEE#ETERIC (RYORBEBSZRTERIC
EEIDZEEFTEFEEA. ) EEITDZEEFTEFEEA. )
SMEBERDHLE | [RE]I> [7ITUERE] > [ - ERVOIDE | BRYOIR | &HIICHI
DX EHIBRDEE | RV O IRERTE ] > [ FMEBER ECHREDS DEETE(THE bR D
iE D UEBOEHIBR ] > [ &4 SR (CHIBR T )
HICHIBRT D ] =)
A vk 4 [RE]>[ZATLEE]>[ [ZRFA]>[VYIrDTT B3 B3 B%h
N—==3>T7y | ZOMOKE]>[VIDTT | IN\—23 > TV ITRE ] i::35)
TJEE Ao>O—R ]
SV NwE) - [ZRFA]>[VYIRDTT Bl =k Bl
DY I kDT N=23>PyTRE] > [RY ik
7O O—-R NDO—OBEDY I ~OT 74
DEETE D>O—R]
TJ7A)IABEIC - [ZRFA]I>[YIrDTT - - -
£B/IN—=3> =3 > TFyIE]>[T7
v TIBEICKB/IN -3 > Ty
7]
Bz — )\ — [BRE] > [SRFTLEE] > - B |eh Fii:39)]
(NTP) BHADEE | [SRF A / 917 —%/E] i)
E > [P —/)C— (NTP) &EHA]
Ba)Utwy b | [RE] > [ZRFLKE] > [SZRFTA] > [FALTIRE 10-900 60 7 307
SRTE [ RFLEEE / 94— E] | E ]
> [B#IUtY ]
LR—bEHD | [&E] > [SAFTLEE] > - B B Fii:39)
RTE [LR— RE&E] > [LR— R ;e
palok= ]
B DIAHEED | [RE] > [SRAFTLEE] > - B B Fiiigv)]
RTE [ZDMDRE] > [EIDIAHH :i:3))
BEDEETE]
i =l [RF] > [SZRAFTLEE] > [ZRAFA]>[EFa21UFT1— ER) L7y )
OJS LSO | MRST] > [HiREso 00 | 3%E ] > [ Miniaso 005 (07N
Bind S 2] Nl
JIXZAD— Rz | GRE] > [ / S£51E1E] > | [F25F / &5t/ 18R] > [R5/ HIRT S HRULRWD | $IBRTS
INCFEIDFRTE SREE - tFa VT —E/E] > | E5ERE] > UIRD—RDiE IR L7
REEDE&E] > VRD—Ro | Bl > [BIXF#H]
EBA] > UIRD— ROBIMT
#a
(%] > [GR3F / SEE1EIR] > | [5B5E/ &5t/ 18R] > [ER3E/ - - 9
GRE - oV —&E] > | &35 FE] > VIRDT— RDE
[(ERDs&E] > VIRD—Ro | Bl > [#IR9 35\ XFH]
BA] > [VIRDT— ROBIMT
#
HHEIRE/ (X | RE] > [/ &£581E] > | [(MwWEEE] > (o774 - - -
J— ROEHE [BRE - tFaUTa—&E] > | L] > [IRT—REH]

[(HAEIREBRDRE] > [
WEEE/) (XD — K]

46

(NS




=[] BAE) LD S Internet Services H*5 SR IEBIRETME YIEA(E AERTEME
SRR T Oz BE] > [GR:L/ &AtE] > | [EBEE/ et/ 48R > [ERSE/ A% (1-10m) |B% (5@) | B (1-10
AIEBEFDE | B - tFaUT« —&RE] > | EETERE] > [FEERTE] > [B ;h BN
E GREIDERE] > [RIEFERABLE | BEER 1Y —DRERET hY)
DFRE] > [FRIIEEEIR - # | JERIEE]
WERE]
[%E] > [EB3F/ &st&18] > | [R5 / &5t /18R] > [Bis% | A% (1-10[@) | A% (5m) | A% (1-10
(GRS - THaUFTo —3%E] > | E] > [EHmSTE] > [—#% i) BN
EREIDERE] > [AREMEABLE | 1—Y — 0ROz RIE hY)
DFFE] > [FREIEEER-— | &
&1 —5—1]
7t 2 HIHD [&E] > [nquE/%g-I-%IE] > | [R5/ &5t/ 1&R] > [1ERE% HIR 9D HIBR 9D HIFR 9D
SE GREE - BFraUFo —&E] > | E] > [FPUCXHREE] > HIBR L7320
[EREFDIRTE] > [7’7’27\%“ [I24F) CRIL [ AEARERTEIRIEDH
1 > MERSREADTIEX] | BR] > [AREETERE]
[BRE] > [ERE/ &5t EE] > | [R5/ &5t/ 18R] > [1EIRER HIRT S HIRLRLY | HIRT S
[FR5E - TFaVUSa —3&E] > | E] > [7OCXHIRKRE] > HIPR L 70N
REIDERE] > [7ozXH [384F) CRIL [ AERRERTEIREDH
1 > [FIAZANDTIER] | Rl > [RE/CRIADTIEX]
[&E] > [ER:E/ &£5tEIE] > | [F25F / &5t/ H#ERR] > [1ER% INRTCHIPRETD | INRTHIE | IRTHIR
GREE - BFraUFo —&E] > | E] > [FPUCIHREE] > EES) I3
GREFDERTE] > [7oTXHE! [T HEIBR] UFo7Tu%
1 > [Y—EXADT7ItEX] BREITARTHIE
L7
FTUZ EI(TH
B93
SITJREDR | [BE] > BRI/ &£5E8E] > | [237] > [aJafERE] ERS) L7 I3
E [B3f - T2 VUT o —5/E] > | > [ETth/F5>adoxr L0y
[aTREDRE] > [ETH | /E] > [BrRIBEHROFIR]
/ FE5aTDRREE]
[&E] > [nquE/%g-I-%IE] > | [R5/ &5t/ t&R] > [1ERE% INRTCDI1— INRTD | RN Mk
GREE - TFraUFTo —&E] > | E] > [FPUCIHREE] > H— 1—Y— EBE
[ZaTEDRE] > [/37 [ZaTREDHIR]
BAEDHIR] AN AR ETER
&
AU—TE—R [BRE] > [BBE—ROFE] | [SRAFA] > [BIxILF—E HBEBEHEL HBHESL | BRBHE
DEEDRTE > [RAU—TE—REE] E] > [RU—TE— RDE) BB RS %
E]
TLS DERTE - [RFA] > [TFaUFTa— - - -
®E] > [GIRZEHRTE] > [T
I\ ZEEBEE] > [BCEBSAST
BAEDIER]
- [/ZTL\] > [EFaU5r— TLS1.0 WUt TLS1.2 X | TLS1.2 X
2] > [SSL/TLS /] > . I i
[0 =S5 >] TLS1.1BLE
TLS1.2 Bk
- [ZZFAL] > [BFaUFa— a5 a5 Fiiigv)
BE] > [SSL/TLS ZE] > i)
[TLS1.3 f$Efa]
GRE] > [Rv bD—0%E] | [2XRFAL] > [GFaUF1— i) i) SSL/TLS $&
> [tFa2VUFr—H%FE] > &7E] > [SSL/TLS 3%E] > STARTTLS #&E#5t e
[SSL/TLS &E] > [SMTP- | [SMTP-SSL/TLS i&(E] (FTEERIEE )
SSL/TLS &1 STARTTLS &t
SSL/TLS &%t
GRE] > [y bD—0%E] | [2XFAL] > [EFaUF1— a5 i) a5
> [tFaVUFo —5KE] > BE] > [SSL/TLS ZE] > i)
[SSL/TLS :&%E] > [HBFY— [#8F Y —/)\—DEEEAZ DKL ]
J\—DEEBAZE DAREIE]
=)\ REEBAE - [S2FA] > [EF1UF1— - - -
DA R— b RE] > [GERESEE] > [«
>iR— K]
INES 47




=[] BAE) LD S Internet Services H*5 SR IEBIRETME YIEA(E AERTEME
FIPS140-2 5% | [&F] > [RY hDJ—T&E] [RFA] > [BFaUFa— B :i:3)) B
E > [tFaVUF1—E&E] > %E] > [FIPS140-2 s%EE— i)
[ZDAMBDE&TE] > [FIPS1403:2 | R]
EE—R]
HTTP D& E [(BRE] > [y bD—0%E] | [y D=1 > [ZORIL IARTCEH IARTES | HTTPS D
> [LFavVUF+o—8/FE] > HE] > [HTTP] > [IR— b HILED
[SSL/TLS s&%%F] > [HTTP- (HTTP/HTTPS)] HTTPS DAL E)
SSL/TLS i@1E]
TCP/IP D%TE [&E] > [Rv hD—UKE] [=wv bD—27] > [Ethernet] IPv4 E—R FaT7ILR IPv4 €—
> [JOMDILERE] > [TCP/ | > [36E] > [IPEMEFE— K] IPv6 E— R v R
IP - FHiERE] FATILRE Y
0
WebDAV D&E | [%E] > [RY hD—U5%E] [xv kD—21 > [ZORIL B3 B3 Fii:39)]
> [R— M&E] > [WebDAV] | $%%FE] > [WebDAV] i)
A—)LZME G&E] > [Ry hD—=D&E] > | [y hDO—2]1 > [ORL B :i:3)) Fiiigo)]
(POP3) [R— R&E] > [A—)L Z4E] s&E] > [POP3] i)
IPP DE&TE [f&FE] > [Ry hDO—U5EE] [v kD—21 > [ZOMIL B B3 B
> [R—BE&E] > [IPP] s&E] > [IPP] ;e
IPSec MiBIE:% RE] > [RY NJ—UKE] [xv kD—21 > [ZORIL B i3] F:i:39)]
E > [LFavVuFa—8/FE] > HTE] > [IPSec] i)
[IPSec :%7E]
WSD DE&TE RE] > [Ry NIJ—UKE] [xv kD—21 > [ZORIL B B F:i:39)]
> [R—K5&E] > [wsD] %E] > [WsSD] it gy
LPD DE&TE RE] > [Rv NIJ—UKE] [xv cD—21 > [ZORIL B B Fiiigo)]
> [R—BE&E] > [LPD] s%E] > [LPD] i)
Port9100 M&TE | [F&F] > [RY hDJ—T5&TE] [y hDO—2]1 > [ZOMIL Bash B Fii:39)]
> [R—BME&E] > s&E] > [Port9100] i)
[Port9100]
FTPOSA7> | [&F] > [y NDJ—U5&E] [y hDO—2]1 > [ZOMIL Bash B2 Fii:39)]
~DERTE > [R—BE&E] > [FTPOS | &E] > [FTPOSAT7> K] i3]
147> K]
SFTP D&TE [;&FE] > [y hD—08&E] | [®y D=1 > [ZOROL Bash B Fii:39)]
> [R—BE&E] > [SFTP] s&E] > [SFTP] i)
SMB DE&TE [;&FE] > [Ry hDO—U5&E] [xv kD—21 > [ZOMIL a3 B3 Fii:39)
> [R—BMEEE] > [SMBS | $%7%FE] > [SMBI gy
47> K] > [SMBOSA77>
~-R—HK]
SOAP D&TE RE] > [Rv NIJ—UKE] [xv cD—21 > [ZOMIL B B Fiiigo)]
> [R—BE&E] > [SOAP] F%E] > [SOAP] i)
SNMP DE&TE [f&FE] > [Ry hD—T5&EFE] [v kD—21 > [ZOMIL B B3 Fii:39)
> [R—BE&E] > [SNMP] F%E] > [SNMP] ;e
SSDP ME&TE - [xv kD—21 > [ZORIL B3 i) Fii:39)]
s%E] > [SSDP] ity
ThinPrint DF&E | BRE] > [y hD—5&E] [xv cD—21 > [ZORIL B i) Fiiigv)
> [R—KE&E] > [ThinPrint] | 5%%E] > [ThinPrint] =
UPNP MDE&TE [RE] > [Ry hD—U5EE] [y hDO—2]1 > [ZOMIL Bash gy Fii:39)
> [R—M&E] > [UPNP 5« | %71 > [UPNP] :::3))
2H/)\U—]
Bonjour ME&E | [F&FE] > [Ry hD—08& F] |[®=yv D=1 > [ZOMO)L Ba5h B i35
> [R—BE&E] > [Bonjour] | 3&E] > [Bonjour] i::35)
USB D&TE [f&FE] > [Ry D=0 F] | [y hDT—2] > [USB] B3 B3 Fii:39)
> [R—K5&E] > [USBI i)
NFC DE&TE - [7xw bD—27]1 > [NFC] E=p)] B3 F:i:39)]
i)
AirPrint DRE - [y bDO—2]1 > [EINAILS Bash B2 i35
> NE"TE] > [AirPrint] i::39)

48

(NS




5E B/ RILDS Internet Services H*5 SEAJHETRME HRME | AEREE
Mopria DFETE - [Rv kD=1 > [®/I\AILF B a3 Fii:30)]
> %TE] > [Moprial i::39)
Print Utility oD% - [y kD=1 > [E)I\AILT Ba5h a5h Fiii)]
E > N&E] > [Print Utility] mh
Universal Print - [FFv kD=1 > [EBI\AILT B ;eh Fiii9)
DFRTE > N&E] > [Universal i)
Print]
CSRF DE&TE - [*v kD=1 > [ZOMIL B ;sh BE
s%E] > [HTTP] > [CSRF Fiii35)]
%]
HRAR—I> | [&E] > [SRAFTLEE] > [ZZFA] > [tFaUFa— B ;eh am
ST ORES | [ROMODKRE] > [ARIY— | &E] > [ARAIN—I>>Z i3]
PRODFETE TP OREHIR] T DIRVERTE]
BEFOJoiks | [&E] > [BEBEOJRE] > [ZZFA] > [OJ5EE] > B |eh am
[EEEO0 DEEER] [BzEOY] i3]
EExOID [RE] > [BEOJHRE] > - Baa i) BH
Syslog %15 [BEBEO2 D Syslog i*#{E] i)
EEOYJ RET | [RE] > [BEBEOJUKRE] > - BEMEst BEMEst EBE%L
S—BoMIEA | XMEIS—BOMEAT] EEEEST
%L
JSovty - [SRFA] > P14 LTI 1-240 % 209y 645
=2 N E]
2 NDERTE
BMETTU®D - [FFU] > [EBMEFFUDE B B Fiiigv)
BNLERTE 2t ] i)
TS04>m:% | [&FE] > [SAFTLEE] > [ZRFL] > [TZT128% ash a5h Fiii)]
E (T4 %F] > HEHAH | E] > FEHAHT ST 4% i3]
TS04 4%kE] e
B2 A= SVN S - [Z2FAL] > [BFaUFa— $FE] =k =
HJ—EXTD RE] > [M>F—3y hS— =1
Ry OIAXES EXTORY OIZETU> ]
> NDERTE
PILICLBFT—%4 - [S2FA] > [WEEE] > | 21k =
RAHESTDEIE [PILT7AILSRF LR R] 2
>37J7J0-0 - [RFL] > [BFaUF1— B G =
REE{TF T & AT RE] > [3TJJOo—nEE 2k
3+ &5E47]
A2F—FRv - [7TFU] > [4>5F—Fwv b {EAT] {EAT] ERAAT]
T 7 D0 ADEKTE J7 X1 {ERAT]
AF EED - [FTFU] > [RFviEiE] BRI fERR] ez R NG|
RTE fERAT
>377J0-0 - [7ZFU1 > [23770-] fEFE] fEFE] fEFRAATE]
B B
DE—-KFIPZXR - [7F0U] > [UE—KFPSRH {EFE] {EAT] ERAAT]
B RDKTE > X] {ERAT]
5l e
* [WSDJ &(Z&. [Web Services on Devices| DBE T,
INES 49




IT>5—1—R
IS—O—RIEDWVWTEHIBLET, IS—DRELTTUS MHEREITRT Uh o IEI5E oA (CHPEN
REUEBEE. BIE/I\RILDT A AT LAICAYE—ETS—00— RO (kk*kkkk) RRREINET,
T7OADBE. BESBELR— K] »® [REELAR— K RECHBIS—I— RHARRINET,
ROKXTIS—I—REZEBLUT, MBLTLZE0,

7 sxEse
¢ IS—O— RHPRRSNIEESE. AEERNITHERDO TVWB TS FF—H, FHOAEY —([CEX SNIEBERIG
REEENFEL Ao

RORICEHSNTUVVRNTIS—O— PARRSNIIHZED, L&HICHE > TUEZ U TCEERCRSRANE
S BHOHDRA Y- b2 F—FEFBRFEECTER S IZS 0V RRICKD . BERICHER
HFET DIHEY. DAMN IO TTVICLBIRIVBEERDBENSGDEFIT, HAY—-O2FT Mz
2 —DEFEES(E. EIICHRMT U THDIINIL, FZEHD— RCEHESNTNET,

IS>—3d—Rk [R&A / 4LE

016-210 [RE] YIhOI7ICIS—HRELELE.
016-211 | uni@) AMOBRETD. B RILDF 1 ATLABBILTHS, 55—

016-212 BREANTL S0, %n‘C‘EkaﬁEb“E&iénmb\&%(i BHONZ
016-214 BRI R IR T DIED . nzw I>>—7(utz>4%ﬂm\u4\
016-215 EIRBBENSHDET,

016-400 [[REl] Ethernetl MFBFET. 802.1x FEIDI—H—ZHBL\F/ (R DT — RNRE
RO TWLWET,

[fLE] Ethernetl MB/ET. 1—H—2HBINF/XDT— REEREUTEULL A
HUTLEEN, ENTERESUESNRANES(E. Ry ND—JIBIS
(CRAEN RO EREZE L TS0,

016-401 [IRE] Ethernetl MEBFET. 802.1x A RXHNUIBTEE A

[fLEE] Ethernetl MBET. AEDRIIARE, FH—/\—([CHESNTLD
FAARERCEDICHELELTLS S0,

016-402 [[RE] Ethernetl T. FEHEGNYA LTI NTRDFELUE,

[ALiE] m%s%a) Ethernetl &#IBMIRY NMERSN TS [FREEEE| DA VF
SRTEORY MEFRAEHERL. EULSEBRSINTULINMERL TS0,

016-403 [[RE] Ethernetl AIDEH/EIL— MEEAZENA—HUEFEATUR,

[MAEB] R —/\—&WER L. AH(CERIEY —/\—DY—)V—3ERAZ D)L — ME
BAZEZEIZML T IEE W\, H—/\—BAZEDIL— NMEENAFTERR0)
BE(E. 21/ CRILT Ethernetl Ald [IEEE 802.1x %] @ [HU—/\—
SERAZEDIREE] DF TV O —DOZH L TLIZEN,

016-404 [[REl] Ethernetl T 802.1x DTS —HFEAELFELS.

[(MBE] E5—ERUCBEEERITLTIRESV. MRUBUX Y E—IhRRE
NrEigad. BoHX SY—0>2590 bz 5 —FTz(FARFEE ST ERS
TSV, RRICKD, BBRICHEDRZMIAT DIH5E. HAMY—I>
STV ICRBRTINVELERDHZENHDET.

016-405 [RE] FECHRINSNTWBIEBE(C TS —HHDELE.
[MiE] EFRRZDWEAEEEITLTLIES,




IS—3—R

RE / L&

016-406

(RE]
€UT=)

SSL US4 7> MEBEICIS Mo DFRLE.
RDENDDITETRELTLLZELN,

1. ZM%L SSL OS54 77> NERZEZA&ML. SSL 51772 MIERE &
EXEY Do

2.SSL O5A 77> NEBEDFREN TERMEE(C(E, SREEARELT
[EAP-TLS| BISHDEDZEIRT D,

016-454

([RE]
(%LiE]

DNS 5., IP 7 RLAZES TEFEATUL.
DNS DEE L IP 77 RL RADEUS S EDREZHER L TIES 0,

016-503

(RE]
(%LiE]

A —)LIX{ERF(C SMTP B —/)(\—D&BINER TS FTEATUR,

A>T =3y MF—EZXMS SMTP B —/)N—DFRENE LLMETR L T
Z&EV\, Ffz. DNS B —/N—DEEMNE UWMERL TS EE0N,

016-513

21E3)

(%LiE]

SMTP B —/\—&LDEHRTLIS—NRELFUZ, ROERNS/EZSNEH
ERS

1. SMTP B —/)\—, FfzldRwv hDJ—o(CEEFHIHIHI D> TLET,
2. SMTP X{ER— RESHNELLHBDFE A,
1. [CDWTIE, UIEBLKBFoTHS., E53—ERELTLIZESL,

2. [CDWLWTIlE. SMTP IR ER— FEESHIEULKERESNTLINEZRZL T
<fEEL,

016-522

([RE]

(%LiE]

LDAP B —/{—D SSLFRFETS—T9 . SSLOSA 7> MNERAENEIS T
ETFEA.

LDAP 5 —/\—m\5 SSL IS4 7> MEAENER SN TNET ., AHE(IC
SSLOSA77> MERBZZEL T IEEU,

016-523

(RE]

(%iE]

LDAP —/\—D SSLERFETL>—TC9. J—/\—iEAEFT —FNRIET
ER

AN LDAP B —/)\—D SSLitBAEZEFR cEF B A. LDAP B —/{—D
SSLEERRE D)L — MIEREZAKICEIR L T IZEU),

016-524

21E3)

(%LiE])

LDAP 5 —/){—D SSL TS —T9, B—/\—SIBRENEHHARAIT
ERS

LDAP 5 —/\—®D SSLEEBAZZBMREDICEE LTS\ AHED
[SSL/TLS 5%%E] @ [LDAP-SSL/TLS#{E] Z [#Ex)] (CERELTHET
S—ZEETESEIN, #HH I D LDAP B —/\—DIEHEMRiE /2 <
RDFIDTERL TS,

016-525

(RE]

(%LiE]

LDAP 5 —/){—D SSLFRFIETLS—T9 ., B—/\—SRSENEHHARYINT
ERS

LDAP B —/)\—®D SSLAEREZ BRI EDICEB LT ES L\ AHED
[SSL/TLS 5%%E] @ [LDAP-SSL/TLS#{E] Z [#Ex)] (CRELTHET
S—ZEETEEIN, ##H I D LDAP B —/\—DIEHEMRIE S /2 <
RDFIDOTERLTLES,

016-526

(RE]

(%LiE]

LDAP 5 —/{—=D SSLFRFETLS—T9, B—/\—ZLFAEN LTV
FEA.

ABE(CHE L TH D LDAP Y —/){—DF KL X & LDAP B —/{—®D SSL 3
BAE(CRB|MNTND T RLAN—HIBDLICL TS, AHED
[SSL/TLS #%%E] @ [LDAP-SSL/TLS#&{E] Z= [HE3)] (CERELTET
S—ZEBTEHEFIN, #EHi I D LDAP B —/\—DIEHHMRIFE N2 <
RDFIDTERLTLLESL,

5% 51




52

IS—3-K

RE / L&

016-527

(RE]
€UT=)

LDAP -U-_} (_OD SSL DL.D.I-.EIj _Cg_o SSL DI.-DIEWﬂBIj _Cg_o

VIRIIVICIS—MRELFUZ, BHOHAMY—-O25T btz
B —F(FARFEE(CTEE TSV RRICEK D EER(ICHD IR T
BHBEV. DA -T2V (CIBIRTNMVEERDSZENHDET.

016-703

21E3)
(%LiE]

HINRIRY VRABEZIBELEA-ILZRELEUE.

T7 ORREXRTZEA Y=y NI 7 DRXER (CRET D5E : B

DAANY—=A2EFT 25— if(iﬂii}hf"(u_L’f§<7' =LY AT

KD, BERICHERBZKIE I DHE. DA -T2 TTICLBRT

MREERDBENHDET.

A=IVRE. T7ORRIE. KEEFAH—FRY NI 7 ORRERCHRE

IBHE  ROENHIDIBETURELTLIES0,

* BESNEESDOIRY IRXZ2FEHZ L. A=), T7 IR, FEFA>
H—RY RNI 7 IREEIET DRIICHIRT D

* BIGIIRY DR (CA—IZXET DL D (CHKFAT D

ZNTEREBAWE NN EE(F, BHOHDRA Y- 5T 2>

A —F(FARGEECTEE TSV RRICKD. EERICHDZMFIET

BHBEV. DA ISV ICIBIRTHMVEERDBZENHDET.

016-704

(RE]

(%LiE])

IRy DR (CEBSNTVBXEN VD (EWNTIRDTZTzsh. AL —2DF
ENMREBLTNET,

IRY IZINSABRNEZHIFRL. XEZRIFLUTIES,

016-705

21E3)

(%LiE]

RDFANEZSNET .

1. KE(CH U T, AF v O XEORY IREFEZIBRUEDN., AFv—
Fwv N *HAEESINTLVR

2. AERDT U > H— RSA)\—ZFEALTLRWN

3. ARNL—HEBSNTUVRVRET, tFaUFTs—TFU> . ARy
DRAMRETIU N FBEETU N TSAR—=RNTU> hOENHD
3 JERELE

P BEVOEEB(CLO>TE. AT 3a>HuBECRDFET, FUL(E B
HOEBFBUECEENRIZE,

1. DIBE  IR— LRI ZIBU T, DRy JRRE] iRRSNSh 2R
LTLKEEV., BRSNDBEF RAFv 2 UEXEZRY IX(CEET
TDINEHER LU TLES L,

MY IRCEBBETETRVEES(E. AFvrF—Fv hEEELUTLESL,

2. DIFE  AEBDOT ) > A — RSA)I\—%FERALTLES0N,

3. DBE  AEICA ML —HEESINTULBIMERLTLIEELY,

AL —HEEINTULVRWNEE

o HEEEFALRWVESX. TUA—RSA/)\—T, [TU>5—18mk]
DT> [ATa>FFE] O [ANL—=] & [RU] (CRETD

s MEEZFAITDIHEEIE. ANL—2HEETD

AL —HhHEBEINTVIISES

* JUZH—RSAN=T, [TUZH—1B] §T> [AT>3> 0
El O [REL—2] 7 [BD] ([CHETD

%TL‘CEHK D\E&Eénab\c‘:é(i ”’Wi@bll\? 21/90 MMz>
Zoi%/a\’v‘:\ 737\ I\? I>D_ﬁ(giéﬁ?b“%\gtmé%éb“a‘éDi@l

(NS




IS>—3d—Rk [R&A / 4LE

016-706 (RE)] tF+1UF«—TU> bORRKI-Y-HBZBIIZlZH. ARL—20F
ENMREBLTNET,

[MLE] FHEACBRENTVWBFRBRXEDPEF1 YT —TUS hOEHRI—
H—ZHIBRLTLEE0,

016-711 [[RE] B/ESNTOBRA—INHAXDLREEEBITUVET,

[AE] KoENHTHLUEEHE. BEEL TS,
* RISOMEZHST
* [fMERE] THEEZTITS
* [fBR] THERZMEINTD
s HMEBIEEC. [85t7—9Y X LR] OFREEELIFTESD
* BS—XFv>DFEEICEF. [BAOT7ILER] @ [EEH (MRC)]
Z [93] ([CFRETD

016-713 [RE] RYIRCHBELTHD/I(IRT—RE ADUEIRD—RE—HUEE
ATUTZ,

[MAEB] FLLVERD—RZADLTLEEUN,

016-714 [RFE] $BELERYIINFELERATLUR.
[(E] Ry ORZERT DN BHFORY IXZI/BELTIE 0,

016-764 [[RE]] SMTPH—N\—(iEHmTEFEBATURE.
[MLiE] SMTP H—/\—DEBEE(CTHRLI 0,

016-765 [[REl]] SMTPH—/\—DX L —OEEBFENRNVESD,. XA—JLEENTEE
HATURZ,

[fAE] SMTP H—/)\—DEBE(CTHRITTZ0,

016-766 [[RE]] SMTPH—/I\—TIS—hREELFLRE.
[MLiE] SMTP B —/\—DEBH(CTHERL T,

016-767 [IRE] A—IIL7 RLIANDEES TLBREe. X—JLXRENTETERATLUS.
[MAEB] A—IILT7RLRZEHREL. E—EXELTIEE0,

016-768 [BE] AEDA—)LT7 RLZANIELL RS, SMTP H—N\—(CIBsETEFHE
ATUTZ,

[(MMBE] AAX—)ILT7 RLAZHERL T ZE0.

016-769 [IRE] SMTPH—/)\—HEG%EHESR (DSN) ([CHLUTULEF A
[0iE] FEoxfEs2 (DSN) DFBEZEURNT, XA—)LBEZEL TS0,

016-774 [FE] XL —0BFENRELTVRES, EREIBNTEEZFATUR,
[iE] AL —HOREBLT—IZHIBRL T, ZEEXFERELLTLES,

5% 53




54

I>—3J—RK JRE /L&
016-781 [[RE] xOBERHAHZEZSNET,
1. A—)JLXERIC. A—I)ILY—)I\—HREDhDOFEFEATULE (TCP/IP @
LAV AVEN R
2. A—)VRERC, X—ILT—/\—DSAEMEAN SMTP H—/\—T>5—%
ZIEUFEU
[E] 1. XOENHDAETUBEL TS S0,
o v ND—OH5—TJ)L=2HRIT D
* SMTPH—/\—%Z IP 7 RLATIEELTLBIHBAIFE IP 7RLINIEL
WhVHEER 9 D
2. K#EDRA &%z, ASCII XFETIEELTLIZEELY,
FRTEBIXF
s PILT7RY Kk (a~z A~2Z)
s ¥=F (0~09)
ASCII XEZFERLUTLIMNEDIMNE. FD [RE] > [Rv hD—2
SE] > [AMEA—ILT RLR /KRR ME] THERELTLSIEEL,
018-405 [IRE] LDAPEREITS—CERaF(CkBLE L.
[ME] D774 IFT4 LI RN)—TTFHI> M EMNCHESNTLE
9, Feld, U=\~ TFIOCREILDRECRDODTVET, —/)(—
BEECBEULEDELLIESL,.
018-596 [IRE] LDAPH—/\—DRECIS—HRELELE,
[iE] E5—ERUEEEERLTIES0,
ZEINTEHERENREINLDVES(E, BHOHA NY—O>2>50 Mz
A —FZ(FARGEIEICTELE S TZS LY, IKRICKD, BERICHERZMAEET
BIGEY. DAN—I>2ZZVI(CRBRERTMBEBLERIGENDDET,
018-781 [RE] 7 RLREDIRET LDAP H—/\—DOKRIJILITS—TY,
7 RURAROBIWED BT L, H—/\—&EmTEFEEA.
[E] *OENHDAETUE L TS0,
* RV NIJ—O—TJIILHMEHRSNTVINERT D
o Ry KNIJ—045—TJI)LhMEFRSNTWLWBIEAaF. BRAEDOY—/\—Dit
BIAREIESR I D
o [HMEPEREFY—/\— /T LU NUY—EXRETFE] @ [LDAP H— }K /
4L O MNJB—EXEE] T H—/\—LZFRNELUVLHERT
5%




IS—3—R FEE / E
018-782 [RE] 77 RLXEDIEET LDAP H—/)\—DORIJLITS—TY,
018-783 7 KL RIEORIVADERCH L. H—/{—h\5 RFC2251 BED
018-784 resultMessage MiEaNZFE LTz,
8}3;22 [LE] *v hD—UEBECARKL. LDAP B—/(—DREZRRL T IZEUN,
018-787
018-788
018-789
018-790
018-791
018-792
018-793
018-794
018-795
018-796
018-797
027-452 [[RE] IPv4 D IP 7 RLZANWEELTLET,
[MAEB] FidD IPv4 7 RL R, FElFRY RNJ—2 DD IPv4 77 RL A EZE
BELTLIEE0,
027-500 [RE] SMTPH—/\—(CiEmTE=FEzFATLUR,
[MiE] SMTPH—/\—ZEIEULKIEETIN. IP 7RLIATIEELTLIEE,
027-706 [[RE] A—ILOXERC, AMAA—)LT RL R (CBEEN T 5N /z S/MIME SEEAZ
PEELERBATUR.
[MAEB] A—)L7 RLR(CHISUTZ S/MIME SEBRE% ., A1 > R— MU T
=0,
027-707 [[RE] A—JLOEERC, AMAA—)LT RL R (CEEN TSNz S/MIME sEEAZ
OBEMEARMBET TLE U,
[MiE] #HUL S/MIMESERAZZRITLTHESL), AEICA>R— MU TLES
LYo
027-708 [[RE]] A—ILDEERC, AMRA—)LT RL R (CEEN TSN TS S/MIME i
BAEN, EECERVEIRETLE,
[MLiE)] (EFECEBIMAEEAEICA > R— MU TLIES0N,
027-709 [[RE] A—ILDEERFC, AMEA—)LT RL R (CEENIF SN TS S/MIME
BERZEN., EEINTLWELE.
[MLE] #H UL\ S/MIME SEFAZEHEARME(C 1 > R— ML TSRS,
027-710 [[RE] =EUfEA—ILIC. S/MIMESEBEZENH D FEE A
[MLiE] =EH(C. S/MIMESIBZEERTUTA—ILEEFETILDS., ERLTL
ZE0,
027-711 [[RE] SHELA—ILNS., EEBED S/MIME sSIRRESTE TEEZRATU.
[ALEB] XEED S/MIME SEFAZEARML(IC A > R— NI BN REBNRETD
S/MIME 2 X—)L(C, S/MIME iFAZERAF L TS0,
027-712 [[RE] =MEL=A—ILD S/MIME SFREEN, BMHIRZBXTTLDIH, EETE
RUVEERE T UL,
[MLiE] =EHC. HROEMR S/MIME SIRRZEZRMIUTA—ILEEETILD

(SEEL TS0,

12 55



56

IS—3—R FEE / E
027-713 [[RE] SEUEA—ILD, RERBTHRIASNTUVIIAREEN DD, ==
LlzA—)LZEWELELRE,
[MEB] ZEEBC. A—ILIRIASNTVITREENS DT EZEK L. A—IL
EEEELTESD>TLRE,
027-714 [[RE] SELEA—ILD From T+ —J)LR&E. S/MIME BEZX—)LDA—)LT R
LIANRRD TLEEe, BIELEA—ILZRELEZL.
[ME] XEHC. From I+ —J)LRE S/MIME BEZA—)LDOA—)LT RLANE
BROTVWBRTEZEEZL, XA—ILEBEEELTES > TS,
027-715 [[REl] SEUEA—ILD S/MIME SFBEZEN, AHE(CEFINTULVROD, KT
FRATAILSICHESNTLEEA.
[MLiE] XEHED S/MIME sFBAZER AHL(IC 1 > 7R— NI BH,. I TIC S/MIME EEBR
ENERBEAFDGEL. AETERIBILSICEHTELTLIZESU,
027-716 [[REl] SELEA—ILD S/MIME SEBAZENEB TERVES., SEX—)LZHE
LEULR,
[ALEB] XEHB(CEETESD S/MIME SEIRZEZERMT U TEETBILDITEKRLTL
=20,
027-717 [RE] A—JLEETHERTSD SMTP H—/{—D 77 RL X% DNS H—/){—h SH
BTEFRATUR,
[MiE] DNSH—/{—HIEUKEESNTOINMERL TS,
5%




Apeos C4030 / Apeos C3530 TFa1UFreeRE 1 R

EFE - EXJMILLESRRA I R=2 3 > HHRFE FATEH - 2023 % 2H B 1R
FITE - EXTAMILLESRIA IR—-3 3 kAt

(REEFS :GM1645I1-1_20230210)

5% 57



	1.1 セキュリティ機能をお使いいただく前に
	はじめに
	ITセキュリティ認証評価で使用したハードウェアとソフ トウェア
	本製品をセキュアにご利用いただくための注意事項
	セキュリティ機能
	セキュリティ機能を有効にするための設定
	セキュリティ機能を最適に使用するために
	ソフトウェアバージョンの確認

	1.2 セキュリティを有効にするための設定1 （本機操作パネルからの初期設定）
	工場出荷時の設定に戻す
	システム時計の設定
	監査ログの起動
	データの暗号化設定
	パスワード使用-パネル入力時の設定
	プライベートプリントの設定
	ダイレクトプリント機能の禁止の設定
	時刻サーバー(NTP)同期の設定
	レポート出力の設定
	割り込み機能の設定
	外部取り出し後の文書削除の設定
	USBの設定

	1.3 セキュリティを有効にするための設定2 （Internet Servicesからの初期設定）
	Internet Servicesからの設定準備
	機械管理者パスワードの変更
	認証方式の設定
	認証失敗アクセス拒否回数の設定
	パスワードの最小文字数の設定
	アクセス制御の設定
	ジョブ動作の設定
	スリープモード中の動作の設定
	自動リセットの設定
	ブラウザセッションタイムアウトの設定
	機械起動時のプログラム診断の設定
	カストマーエンジニアの操作制限の設定
	インターネットサービスでのボックス文書プリント設定
	ジョブフローの関連付けと実行の設定
	自己証明書の作成
	証明書のインポート
	ストレージの上書き消去の設定
	FIPS140-2の設定
	TLSの設定
	PJLによるデータ読み書きの禁止
	ソフトウェアバージョンアップの設定
	プラグイン設定
	Ethernetの設定
	USBの設定
	Bonjourの設定
	FTPの設定
	HTTP の設定
	CSRF の設定
	IPPの設定
	IPSecの通信設定
	LPDの設定
	POP3の設定
	Port9100の設定
	S/MIMEの設定
	SFTPの設定
	SMBの設定
	SMTPの設定
	SNMPの設定
	SOAPの設定
	SSDPの設定
	ThinPrintの設定
	UPnPの設定
	WebDAVの設定
	WSDの設定
	追加型アプリの有効化の設定
	AirPrintの設定
	Mopriaの設定
	Print Utilityの設定
	Universal Printの設定
	NFCの設定
	ファクスの設定
	受信回線別ボックスセレクターの設定
	受信ファクス文書蓄積用ボックスの作成
	インターネットファクスの設定
	スキャン送信の設定
	ジョブフローの設定
	リモートアシスタンスの設定

	1.4 セキュリティを有効にするための設定3 （監査ログによる定期検査）
	取り出した監査ログのフォーマット
	監査ログファイルに記録される操作
	Internet Servicesから監査ログを取り出す方法

	1.5 ユーザー認証
	1.6 自己テスト
	1.7 ソフトウェアバージョンアップ
	ソフトウェアバージョンアップの設定

	1.8 IPPプリントを利用する
	1.9 クライアントPCからプライベートプリン ト機能を利用する
	1.10 Internet Servicesでの操作
	ホーム
	アプリ
	ジョブ

	1.11 デジタル証明書の設定
	新規証明書の作成
	自己署名証明書の作成
	証明書署名要求（CSR）の生成
	証明書のインポート

	1.12 補足
	PSTNファクス - ネットワーク間の分離
	監査ログの詳細

	1.13 付録
	設定手順一覧
	エラーコード


