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L7z PowerShell 22 ) 7 & ZHIADIEE. Yo v0—RULEEEQS 771
D7 7AIBICIFBBERETY I YO—RULEBEDY AT LRY Y THEENET,
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1 LUTOARBT PowerShell 2 7 &L £,

# Replace "11111" with actual Login ID of system administrator
SUSER="11111"

# Replace "x-admin" with actual Passcode of system administrator
SPASS ="x-admin"

# Replace "127.0.0.1" with actual URL of target device
SUri = "https://127.0.0.1/auditfile.txt"

# Define download file name rule
Sdate_time = Get-Date -Format "yyyy-MMdd-HHmmss"
SDownloadPath ="./auditfile_${date_time}.txt"

# Download audit log
Ssecpasswd = ConvertTo-SecureString SPASS -AsPlainText -Force

Scred = New-Object System.Management.Automation.PSCredential (SUSER,
Ssecpasswd)

SProgressPreference = 'SilentlyContinue'

[Net.ServicePointManager]::SecurityProtocol = [Net.ServicePointMan-
ager]::SecurityProtocol -bor [Net.SecurityProtocolType]::Tls12

Invoke-WebRequest -Uri SUri -OutFile SDownloadPath -Credential Scred -
DisableKeepAlive

EEC
* Windows h'% PowerShell CAREEICTLS BEEETS =OITIX AEEICA VA M—=ILENTWLS SSL
H—/\N—3EBAZH. Windows TIEUKRIEEFRZ K5 ICEFETES)L— MEAEE L TEFIN
TWBRERHN £T,

¢ &K PowerShell 22 ) 7R CEBBRENIRTFLABEEZD ID. NAT—RARAVLWLAEWVWES. R
TR 7 7AMILDREICIEFTEELTLEEWL,

2 1THEBULIERD )T % PowerShell CEITT 29 RV IRV AT Va1 —F (2%

BLUET, THAREREBZUTICREALETH. BEKROFEE - K P—(CIHLCTHE
PICESE - REZ LTS,

B 70U 3 LDRE

BIESRE>TOIS L/ R0 T “ < PowerShell /YR > 7

B> RE > SIEDEN : “-Command < L8RV U T hD/INR >
BRUESRESHB <RV VT LEETL. EBEOTEZRET S 74ILTDINR >

PowerShell "% ROV R4 32— DO5FMIZEAL TIEX. Windows DAL TESEBL
TLEEL,

BEBEOT 7 70ILICIE. ROBEHNEHRSNTWET, 7oA. FLEFETDE
RO WA, BEARNICF v o LTLEE L,

* LogID: EFQSHEANFELTORLES
* Date. Time: ARy MY EIRENF-B6F
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* Logged Events : HLHSNDHBRDBIN

* User Name : ERZEZ LI-ARAES

* Description : ARV MMIETHRBDERA

* Status: ARV ~DIAIBIER. T (FIRRE

* Optionally Logged Items : £BREFEB LN CEEO I NREFSN2EN0ER

Bl MDY, Userl £WS ID TOTA VY ERMFT. A7 — ROXR—HD=H(ZO
TA4UNKRKBUIZIBE. ROBEFOIHERENET,

Iltem Description
Log ID 1
Date 01/01/2018
Time 10:00:00
Logged Events Login/Logout
User Name Userl
Description Login
Status Failed (Invalid Password)
Optionally Logged Items -
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s YRATLERE
AEEEIABDT —N—(CEHRIN, FRARRICENDE TV RATLDREBZE
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ECEEEA
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JESC

© V2T LEBEFRVERERSETOT, BRI IUBEIRERERICLTILEL,
£, L1 7T « BEFBONKAOEED S, €S2 ER%E & OIMBFBRLEL
TLREEW,
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